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1 Introduction

1.1 Objective

This document is the Graphical User Interface Manual for the GFI testing tool. It is intended to provide
detailed technical information for standard and advanced user operation and configuration.

1.2 Document structure
Section 1 (Introduction) presents a general description of this document's contents.

Section 2 (Overview) presents a general description of the framework.
Section 3 (Environment Start-up) presents a description of the environment start-up.

Section 4 (GFI Testing Tool GUI Operation) presents a detailed description of test creation, execution
and analysis process using the graphical user interface.

Section 5 (Glossary) presents the definitions and acronyms used throughout the document.

2 Overview

GIT for Industry (GFI) is a software tool provided by Smart DCC for anyone wishing to check the
consistency and correctness of their interpretation and implementation of the Great Britain Companion
Specification for smart meters (GBCS) against Smart DCC’s. GFI v4.0.0 supports all GBCS v4.0 use
cases over a ZigBee HAN. In addition to the library of test-cases provided, GFI allows end users to
create new test-cases or extend existing ones. This manual provides detailed technical information for
advanced operation of the GUI provided to interact with the tool.

2.1 High Level Architecture

GFl is a testing tool and systems validation competence centre for GBCS smart meters. In the core of
the tool lays a message-oriented infrastructure, where the message field is the most elementary entity.
In a simplified overview, the tool executes elementary operations over message fields and messages,
namely sets, checks, gets, sends and waits, among a few others. Therefore, a fundamental concept that
should always be kept in mind is the concept of message and its respective fields.

Messages and respective fields are defined in a database, automatically generated from message
specifications. This database creates an abstraction layer between the engine of the testing tool (and the
tests themselves) and the protocols and interfaces, through which messages are sent and received,
leveraging a high level of decoupling between tests, communication protocols and transmission medium.

To execute and produce the respective reports, modify and/or create test- cases, a number of steps need
to be taken. The following sections provide detailed information for standard and advanced user
operation. Additionally, the next section provides an overview of the top-level architecture, describing
each of the testing tool’s main modules and the part they play in the system.

Figure 1 depicts the high-level overview of the system architecture. Besides the GFI Testing Tool GUI
there are six main modules (shown in purple): the GFI-Testing-Tool application, VSIS-Core, the
Communications Hub, the Simulation manager, the Test Library and the Messages Database. Following
is a small description of each of these modules.
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GFI-TESTING-TOOL GUI
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@ HAN
=
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Figure 1 — GFI high level architecture.

2.1.1 VSIS-Core
This is the central element of the framework, provided as a library. This is where all the logic and
functionalities of the testing tool are concentrated. Generically, this module is responsible for:

= The creation of the test environment and all the necessary resources for the test execution,

= The execution of the test,

= Generating all the log information,

= Generating all the execution reports.

2.1.2 Simulation
GFI supports testing in three different types of scenarios:
= Fully-emulated (all devices are emulated),

= Testing physical devices over a ZigBee network using the GFI communications hub module, and

= Testing physical devices using an external physical communications hub via an Interface Module.

The Simulation Manager is responsible for routing GBCS messages from the KRP to the Devices and
vice-versa when the test is executed in a fully-emulated scenario (with emulated Devices only).

2.1.3 GFlI-Testing-Tool

This is the highest layer of the test framework, responsible for establishing the connections between the
Core, the Simulation Manager, the Communications Hub and the Test Library. This tool may be invoked
either by the GUI (which generates the commands to be executed) or directly from the command line.
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2.1.4 Test Library

This is a library containing test-cases based on the use cases specified by GBCS and available for the
tester to use in tests.

2.1.5 Messages Database

This is a database containing all the messages that provide support for the execution of the test-cases.
For instance, this database contains the General Ciphering Message and General Signing Message as
well as all the other messages specified by GBCS.

2.1.6 GFlI-Testing-Tool GUI

The Testing Tool's Graphical User Interface, providing functionality for editing, executing and analysing
user-implemented test procedures.

2.1.7 Communications Hub

Beginning with GFI version 1.3.2E, an implementation of a communications hub! is offered which acts
as a gateway to a persistent ZigBee HAN where physical devices may be connected and supports
several CHF and GPF features including maintaining a whitelist of devices allowed in the HAN and
mirroring of GSME data. Figure 2 shows the Communications Hub’s architecture. Next is a brief
description of each block.

Communications Hub

~N %
& | Endpoint1

GFI-TESTING-TOOL O

= ESME

3
-l
=
=
o
(=}
e
3

Coordinator

140d 1410 dOL

Daemon
Process
Control

Configuration

Figure 2 — Communications Hub’s Architecture

1 This should not be confused with the CHF/GPF emulators offered in the fully-emulated option. This module is a gateway to a real HAN
(using physical devices) via a ZigBee adaptor.
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2.1.7.1 Daemon Process Control

The Communications Hub runs as a service. As such, and upon starting, it will run in the background
waiting for requests. The Daemon Process Control is an ordinary script which provides an interface to
the Communications Hub process, supporting the usual service commands such as start, stop, status
and restart. To start the Communications Hub, a configuration file needs to be provided. The GUI
provides a friendly user-interface to build the start-up configuration file and issuing the commands to
control the communications Hub.

One consequence of being a service is the capability of persisting information between tests, as will be
seen in later sections, something which cannot be achieved using full emulation, as state is not kept
between tests in this latter case.

2.1.7.2 CHF

The Communications Hub Function will service all test-cases for which it is the target device (e.g.
CCS01), validate and forward messages destined to other devices (e.g. GPF, ESME). As show in Figure
2, the GFl-testing-tool uses a TCP port (referred to as WAN TCP port) to send/receive the GBCS
messages. There is an additional TCP port used by the Communications Hub referred to as the Control
port, which can be used by any application to issue commands to the Communications Hub (it is used
by the GUI to query the list of devices).

2.1.7.3 GPF

The Gas Proxy Function’s main role is to support a copy of GSME data. This copy is maintained using
the ZSE mirroring and GBCS Tapping Off (TOM) mechanisms. The GPF is then able to provide this data
to the WAN using the relevant GBCS use-cases and to the HAN using ZSE commands.

2.1.7.4 Coordinator

The coordinator manages the interactions with the ZigBee stack and makes the functionality supported
by the stack available to the CHF and GPF modules.

2.1.7.5 Endpoints
The Communications Hub provides the following ZigBee endpoints:

= Remote Communications Device Endpoint: used for communication in the HAN.
» Gas ESI Endpoint: mirroring of GSME data and processing of Tapping Off commands.
= Gas Mirror Endpoint: mirroring of GSME data.

2.2 Reference Testbed

As mentioned before, GFI has three modes of execution: fully-emulated, using the GFlI
Communications Hub module and using an external Communications Hub via an Interface Module.

When working in its fully-emulated form, all devices (e.g. ESME, GSME, SAPC, CHF, GPF, PPMID and

HCALCS) and remote parties (e.g. Supplier, ACB) are emulated. The focus is on validating the protocols
rather than the use-case functionality (albeit in some cases some minimal functionality is offered). No
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state is maintained between different tests. Control parameters are sometimes used to simulate state or
meter behaviour? (e.g. meter behaving and responding like a single/twin element, triggering error
responses, triggering alerts, etc.).

When the GFI Communications hub module is used, GFI acts as a client to a proper implementation of
a communications hub, which is connected to a USB ZigBee radio dongle, serving (amongst other things)
as the entry point to a HAN ZigBee network where physical devices can be connected.

When using the External communications Hub mode of operation, an interface module (usually built and
used by a Communications Hub manufacturer) is used to send the GBCS payloads to a physical
Communications Hub. This interface module acts as an adapter between GFI and the physical
Communications Hub. The adapter provides a generic sockets-based interface to GFl, receiving the
GBCS payloads and forwarding them to the physical Communications Hub.

Generally, messages from remote parties are routed appropriately® to the target devices in order to
execute tests. Messages are exchanged using the GBCS protocol: commands are sent and the relevant
devices’ responses and alerts are gathered to produce the test reports. Conformance with the protocol
can be deduced by analysing the test reports produced. The reference testbed is presented in Figure 3.

Note: As mentioned, when working in fully emulated mode, the GFI testing tool only performs
conformance tests against the GBCS v4.0 protocol, not functional tests. Although some minimal
functional tests can be implemented and are in fact supported, that is not the purpose of the tool.

The test-case library provides a set of test-cases with sample iterations. Whilst these were designed to
pass using emulation, the values of their parameters will need to be adapted to a real case.

Testbed

HAN

Figure 3 — GFI Testbed diagram*

2 The control parameters will not be propagated to real meters over the ZigBee network.

8 The appropriate infrastructure will route the messages, depending on the scenario considered — within GFI testing tool for emulated
scenarios, or via GFI Communications Hub/IM for real devices.

4 This is the testbed considered later when showing the GUI's features. The IM mode scenario configuration will be considered in a different
section.
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2.3 Inputs and Outputs

Table 1 presents the inputs and outputs produced by the testing tool. A short description for each artefact
is also presented.

The scenario configuration file required by
the tool. Specifies in which mode GFI will run,

<scenario-file>.xml Input ]Ei:l(ce)nflguratlon which equipment to use, the device
configurations, keys, certificates, among
other configurations.
Test execution The execution file required by the tool.
<properties-file>.xml Input Specifies which Test Cases should be

iz executed and the inputs for each Test Case.

The final execution report produced by the
tool, in HTML format. Highlights all the

<test-report>.html Output Test report file relevant actions executed in the test as well
as the results of each Test Case, Test Case
iteration and Test Case step.

The full execution output in comma-

: separated values format. Contains the full
Execution log

<execution-log>.csv Output i detail available from the tool's execution.
ile ; : .
Every single action (set, check, send, wait)
performed by the tool is recorded in this file.
An XML configuration file which the CH loads
Communications upon booting up®. Defines CHF and GPF’s
<ch_conf_timestamp>.xm| Input  Hub general settings, ZigBee radio configuration
configuration file = and the addition of devices to the CH'’s
whitelist.

Table 1 — Input and Output artefacts

The following Sections contain a description for each one of these artefacts and the role they play in the
system.

2.3.1 Test Scenario File

To setup a working environment for a Test, all the configurations should be defined in the scenario file
<scenario-file>.xml. In this file, the settings for the produced outputs, test scheduler, emulators,
equipment and codecs used may be tweaked to cope with environment needs. For example, a Test can

5 Only applicable when using the GFI Communications Hub.
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be executed in a scenario with real ESME/GSME devices or in a scenario with emulated devices. This
configuration is defined in this file by specifying the desired mode of operation (2.1.2 Simulation)

2.3.2 Test Properties File

The Test Cases that constitute the Test should be defined in the Test Properties file <test-
properties>.xml. After the Test-specific configurations at the top of the file, information regarding each
Test Case (directly mapped to a SMETS Use Case) should be added, namely input parameters and
expected outputs. Please note that for date-time related parameters (e.g., executionDateTime) it is
possible to use the values “NOW” and “NEVER” which will apply a date-time based in sections 9.2.2.4
and 9.2.2.5 of GBCS, respectively.

2.3.3 Test Report Files

Upon execution of a Test, a formatted HTML report file is generated featuring all the sets, checks, action
prints and exchanged messages in a human-readable appearance. This file (along with the Execution
Log) may be considered the final output and contains the overall PASS/FAIL information as well as
detailed PASS/FAIL information for each expected result.

2.3.4 Execution Log

The tool also produces an execution log, with a configurable level of detail defined in the Scenario
Configuration file <scenario-file>.xml. The higher the value chosen for the detail level, the more
information will be recorded in the log. It should always be the highest possible value (default) for the
sake of record keeping. Filters may be applied in the Log view pane for detailed analysis.

2.3.5 Communications Hub Configuration File

To start the GFI Communications Hub, a configuration file needs to be provided. The GUI can be used
to create and store several configurations, corresponding to different environments (e.g. different ZigBee
radio settings, security options and/or pre-configured whitelists). The GUI provides a user-friendly way of
generating this file and issuing the commands to the CH, shielding the user from having to deal with the
command line. The files generated feature a timestamp and will always be deleted upon shutting down
the daemon. The process of generating a CH configuration file should ideally be the first step when the
tool is operating in GFI Communications Hub mode, and will be described in detail in section 4

3 Environment Start-up
The contents of this user manual are based on the following assumptions:

= The user has access to a machine with the GFI testing tool installed and working.

= The user has access to the system console and permissions to fully operate in the test environment
workspace.

3.1 ZigBee HAN network connection

To allow the communications between the testing tool and the metering devices, a HAN network needs
to be set up. For this purpose, a ZigBee USB stick should be connected to a USB 2.0 port. The purpose
of this network is described in Section 2.2.

The configurations of this network connection should be defined in the GFI Communications Hub
configuration file, as described in section 4.3.1.
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3.2 System Start-up

The operating system setup is a Linux Ubuntu distribution with a default user. This user has the required
profile for the GFI testing tool, which logs in automatically in the Ul desktop and has the following
credentials:

= Username: dfi
= Password: dfi

3.3 Running the GFI Standalone Application

In versions 1.0 RC1 and 1.0 RC2, the Testing Tool’'s GUI was built as an Eclipse plugin. Therefore, Users
without any background in Eclipse were advised to read the online documentation, namely the
“Workbench User Guide” (which is available at http://help.eclipse.org/luna/index.jsp). Recently, the GUI
has evolved to a standalone application built to run in Ubuntu 18.04. In spite of this change, the concepts
and philosophy of the application are the same, so the recommendation is still relevant.

The test environment displays the newly created tests and shows only the relevant menus and options
which allow the user to create new test procedures.

4 GFI Testing Tool GUI Operation

The GFI test environment includes a navigation pane (Explorer) where tests and campaigns are listed;
three output panes (one for the consoles, one for the generated log with filtering capabilities and one for
the HTML report); a working area for test-case/scenario edition and report analysis and a toolbar where
actions are available (by pressing buttons) depending on the items selected.

Although this is the default setup, windows and panes can be moved freely, allowing, for example for the

last report to be placed within the Edit / View area, side-by-side with other reports, to perform a
comparison.
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Toolbar

Edit / View Pane

Explorer Pane

/ Last Report Pane

3 Console| B Log| @ Report o = g

Wns Hub Log

Last Execution Log Pane
Console Pane

0items selected

Figure 4 — GFI Testing Tool GUI

The following sections will detail each of these components.

4.1 Running the GFI Testing Tool application

To start the GUI application, use the GFI shortcut on the desktop. Upon start-up, the tests and campaigns
created previously will be shown on the Explorer pane.

4.2 Work Environment description

4.2.1 Explorer

The Explorer shows the available Tests and Campaigns. In the context of the GFI GUI, a Test is a
procedure enclosing a sequence of test cases and a Campaign is a set of executions of a specified Test.
A Campaign is created every time a Test is run.

Test
A Test is composed of two files: The Properties and the Scenario file.
The Properties file contains the information of all test-cases in the sequence — configurations, input

/expected parameters values, as well as items that will be featured in the test report (such as the Test
Id, Test Name and Test Purpose).

The Scenario file holds the setup for the various configurations needed to run the tool (like the output

console and log levels, schedulers, remote parties and metering devices emulators, SMETS object
storage information, message codecs and certificates).
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Campaign
A Campaign is generated when a Test is executed. It contains a Test section, a set of Runs and a Metrics
file.

The test section contains a copy of the test files at the date and time of the first Run (i.e. when the
campaign was created). These files are a snapshot of the original test and are therefore not editable.

A Run contains the execution Report and Log files for analysis. Future Runs of this Campaign (generated
by running this Campaign and not the original Test) will use these test files. A new Run will always be
created at the time/date of a Campaign execution.

A Metrics file is also created on Campaign generation and updated on each Campaign execution. It
contains statistics on the Campaign’s Runs PASS/FAIL report information.

& a s -0 @ < &0

@ Explorer o < = 0O

Figure 5 — Explorer

See also Figure 55 — Multiple Runs for a depiction of Tests and Campaigns in the application’s Explorer
pane.

Campaign

A Campaign is generated when a Test is executed. It contains a Test section, a set of Runs and a Metrics
file.

The test section contains a copy of the test files at the date and time of the first Run (i.e. when the
campaign was created). These files are a snapshot of the original test and are therefore not editable.

Collapse Button
On the Explorer Pane there is a button to allow the user to collapse all Tests and Campaigns.

% a @2 a0 @0 @< 2O
R Explorer =2/ ¥ = O
¥ ) ESME-MPAN Collapse All (Shife+Ctrl+Numpad_Divide)

[3) Properties_ESME-MPAN.xml
B Scenario_ESME-MPAN.xml
¥ 3 ESME-MPAN-2
[ Properties_ESME-MPAN-2.xml
B Scenario_ESME-MPAN-2.xml
¥ @ Campaign_ESME-MPAN
» (7 Test
P | Run_2015-03-04~15.04.28
® = Run_201%-03-04~15.07.52
P = Run_2015-03-04~15.07.55
[l campaign.metrics

Figure 6 — Panel Before Clicking on Collapse Button
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If there is any Test or Campaign open, the user can click the Collapse button to collapse it.

& a M2 a0 B0 @ < 2O

& Explorer o v = 8

» 7 ESME-MPAN
> ] ESME-MPAN-2
+ @@ Campaign_ESME-MPAN

Figure 7 - Panel After Clicking on Collapse Button

4.2.2 Console/Log Output / Report

The Console pane will show information from three different sources: Test/Campaign execution, outcome
of commands sent to the GFI Communications Hub and the live contents of the GFI Communications
Hub log file. Although the information from these three sources will be shown in the same pane, it will be
displayed in different pages (the user will be able to switch between these pages).

Information regarding the last test/campaign run will also be available in the log output pane (in a tabular,
searchable form) and in the report pane. These panes display in the information in a format more suitable
for analysis.

These concepts will be explored in depth in later sections.

L Console| B Log| [@ Report =
No consoles to display at this time.

Figure 8 — Console

4.2.3 Edit/ View Pane

Onthe working area it is possible to edit the Test properties and scenario through the Basic (or Advanced)
editor by double clicking the respective entry in the Explorer. The execution output reports and the log
files may also be viewed in this area for detailed analysis. Although panes can be moved freely within
the Application Workbench, last execution items (logs / reports) will be shown within the bottom pane
right after being generated, whereas files opened by the user (by double-clicking on its item in the
Explorer pane) will be shown within the Edit / View Pane as shown in Figure 57.

4.2.4 Toolbar

The toolbar provides an easy and quick access to a set of actions, some of which will only be available
if specific items have been selected beforehand (e.g. ‘Run’ will only be enabled if a Test or a Campaign
has been selected).
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Because the GUI can control the GFI Communications Hub module introduced in GFI1.3.2E, a specific
subset of the toolbar is dedicated to this purpose®. Figure 9 highlights these actions, which will be
explored in detail in the step-by-step example.

CH Toolbar

_»@ Q s & - @ < @D O4_

New Test — 4 y A 2 A i - .4 . Y .
— , e -I i} = Comms Hub Clock Settings
P -~ Vi I} N, e =

A e ! S .,

e | N, ", . Comms Hub CLI Connection
Search Test Run A ~ .
Duplicate [ Y . Fetch Han Log Entries
Test / | .
Export Import | \ Comms Hub Status
Test Stop Comms Hub

ConfigurefStart Comms Hub

Figure 9 — The Toolbar

4.3 Step-by-step Example

In this section a Step-by-step example will be presented to illustrate the testing tool operation. The
example presented is for an ESME device in which the Meter Point Administration Number is altered
between different values and checked in the meter after every change.

As mentioned before, a test can be run in emulated mode or, using the appropriate hardware (i.e. a
ZigBee radio dongle or an interface module) in a physical environment with real devices. This version of
GFI features a Communications Hub implementation which can be controlled via GUI. This step-by-step
example will focus on the GFI Communications Hub mode setup and as such the first step will be to
configure and start the GFI Communications Hub.

The basic steps carried out in the following sections to create/execute a test will be as follows:

Configure and Start the Communications Hub - Define Test using the Wizard - Execute Test.

4.3.1 GFI Communications Hub Configuration

Assuming no configuration has yet been created and that the GFI Communications Hub hasn’t been
started from within the GUI, there are two ways of displaying the GFI CH Configuration Management
dialog:

= The ‘Configure/Start GFI Communications Hub’ icon in the toolbar (refer to Figure 9) or

= Selecting the arrow next to it and then choosing ‘Configure/Start GFI Comms Hub Configurations...’
(Figure 10 and Figure 11).

5 Most of the actions are also available by right-clicking an item or via a menu option. It's not the case of the GFI Communications Hub actions
which are only available via the designated buttons on the toolbar.
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Figure 10 — Selecting the arrow next to the ‘Configure/Start GFl Comms Hub’ button

@ -r® &< =20

=
Configure/Start GFI Comms Hub Configurations...
Organize Favorites...

Figure 11 — Selecting the appropriate option from the menu

The GFI CH configuration management dialog should then be visible (Figure 12)’.

o Configure/Start GFI Comms Hub Configurations

Create, manage, and run configurations O

B 3 vy & Configure launch settings from this dialog:
-Press the 'New' button to create a configuration of the selected type.

=| - Press the 'Duplicate’ button to copy the selected configuration.

X -Press the 'Delete’ button to remove the selected configuration.
% - Press the 'Filter' button to configure filtering options.

-Edit or view an existing configuration by selecting it.

Filter matched 1 of 1items

Close

Figure 12 — CH Configuration Management Dialog

To create a configuration, either double click ‘GFI Comms Hub Configuration’ or, start by selecting ‘GFlI
Comms Hub Configuration’, and then either right-click and select ‘New’ or, select the first icon on the
dialog’s toolbar (New). The outcome should be similar to Figure 13.

”When using a workspace created with an earlier version of this GUI, existing configurations may be available, but they may lack values for
some of the new parameters introduced in version 2.0.0. If this is the case, the configuration will need reviewing before it can be used.
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Configure/Start GFI Comms Hub Configurations

Create, manage, and run configurations D
€ GPF Id is a required field

2 X B 3 v & & | Name: |New_configuration
& ||||B setiings|® ZigBee Network|Devices

¥ GFI Comms Hub Configuration CHF Id: 00db1234567890A2

GPF Id (ZigBee Radio MAC):

CHF Port: 50001

CHF Control Port: 50000

Log Level: 4

Port: Jdev/ttyUSBO
Flow Control: RTS/CTS

Baud Rate: 57600

Ota Storage Folder: Joptigfifota-files
CLI Port: 49999

Filter matched 2 of 2 items

Close

Figure 13 — New Configuration

Three tabs are available for configuration: Settings, ZigBee Network and Devices. As will be seen some
elements are mandatory, and some will be filled with default values which can be overridden. A
meaningful name should be assigned to each configuration created, so it is easily identified. In this case,
the name chosen was ‘CH’.

This dialog can be used to manage configurations but also to start the Communications Hub (using the
‘Start’ button). The ‘Start’ button will only be enabled if the selected configuration is valid (all mandatory
fields are filled with valid values).

An error message will be displayed when data is missing or not valid and the tab(s) containing the
offending field(s) will be highlighted with an error icon.

Next, all tabs and their fields will be reviewed as the configuration is created.

Settings

This tab features the following elements:
» CHF Id: CHF’s Entity Identifier. Defaults to 00db1234567890A2;
» GPF Id: GPF’s Entity Identifier. Should match the ZigBee adaptor's MAC Address;

= CHF Port: The TCP port used by the GFI testing-tool to exchange GBCS messages with the
CH. Defaults to 50001;

= CHF Control Port: TCP port used to send commands to the CH. It is used by the GUI to fetch
the list of devices in the HAN. Defaults to 50000;

» Log Level: The level of verbose the CH will output to its log file. The default value is 4.8

8 This value is not written to the configuration file — it is a parameter and as such will not be saved if the configuration is exported.
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= Port: The USB port where the ZigBee Adapter is connected. Defaults to /dev/ttyUSBO.
= Flow Control: Choices are Xon/Xoff and RTS/CTS.
= Baud Rate: a value between 300 and 3000000. Defaults to 57600.

= OTA Storage Folder: Path to the folder that contains the OTA-files to the devices. Defaults to
/opt/dfi/ota-files.

= CLI Port: The TCP port used to CLI connection.

Configure/Start GFI Comms Hub Configurations

Create, manage, and run configurations D
 [ZigBee Network]: Pan Id is a required field

5 R B v & 2| NemecH
& | settings B ZigBee Network | Devices
¥ GFI Comms Hub Configuration CHF Id: 00db1234567890A2

GPF Id (ZigBee Radio MAC): 000b57fffe25ff43
CHF Port: 50001
CHF Control Port: 50000
Log Level: 4
Port: [dev/ttyUsBO
Flow Control: RTS/CTS
Baud Rate: 57600
Ota Storage Folder: [opt/gfi/ota-files
CLI Port: 49999

Filter matched 2 of 2 items

Close

Figure 14 — Settings page complete
After entering the missing configuration (GPF Id), the dialog should look similar to Figure 14. Note that
the ‘Settings’ tab is now cleared of errors, and the error message changed, mentioning a field present in
the ‘ZigBee Network’ tab (in this case ‘Pan Id). Because of this, the ZigBee Network tab will be the next
to be reviewed.

ZigBee Network

This tab features the following fields:
= Pan ID: The ZigBee network Pan ID.
= Extended Pan ID: The ZigBee network extended Pan ID.
= Network Key: The ZigBee network key.

= ZigBee Network Mode: The ZigBee network to be formed by the Comms Hub (e.g. only Sub-
GHz). Default value is Dual (both SubGHz and GHz).

= Sleep End Device Timeout: The threshold which if exceeded will cause a sleeping device (e.g.
GSME) to be removed from the parent table. Default value is 5 minutes

= 2.4 GHz Channel: The chosen GHz channel (ranging from 11 to 26)
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GHz Radio Tx Power: The GHz radio transmission power, in dBm.

Sub-GHz Frequency Band: The chosen sub-GHz Frequency Band. Possible choices are 863-876

MHz and 915-921 MHz.

Sub-Ghz Channel: The chosen sub-GHz channel. The values available will depend on the
frequency band chosen in the previous step — for 863-876 MHz, the valid interval will be 0 to 48,
whereas for 915-921 MHz, it will be from 0 to 12.

Sub-GHz Radio Tx Power: The Sub-GHz radio transmission power, in dBm.

Join Timeout: The join timeout, specified in seconds. Defaults to 255.

Configure/Start GFI Comms Hub Configurations

Create, manage, and run configurations

5 X B 3 ov
@

v GFI Comms Hub Configurat

Filter matched 2 of 2 items

Name: | New_configuration
Settings | ZigBee Network Devices
Pan Id:

Extend Pan Id:

Network Key:

ZigBee Network Mode:
Sleepy End Device Timeout:
2.4 GHz Channel:

GHz Radio Tx Power:
Sub-GHz Frequency Band:
Sub-GHz Channel:

Sub GHz Radio Tx Power:

Join Timeout:

1123
000b 57fffe25FF43
AAD098978AFFFFEDODICDFF7689221111

Dual -

5 | minutes

e

0| dBm

163-876MHz | ~

Figure 15 — ZigBee Network complete

Devices

Device Id: Entity Id of the device;

After entering the missing elements, the dialog should look similar to the one in Figure 15. The ‘Start’
button should now be enabled as this configuration is a valid one. As such, the CH could be started by
selecting ‘Start’. Instead, the ‘Devices’ tab will now be introduced. Devices present in the table in the
‘Devices’ tab will populate the CH’s whitelist upon start-up. As the test sequence that will be created later
features an ESME, this device will be added to CH’s whitelist (and as a consequence, will be the only
device in the HAN able to communicate9).

Using this dialog, it is possible to Add, Change and Remove device information from the CH’s whitelist.
The information required to configure a device is:

Device Type: Choice between ESME/SAPC, GSME, HCALCS, IHD, CAD and PPMID and

Network Credentials: a 128-bit install code.

Graphical User Interface Manual
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Figure 16 and Figure 17 illustrate this process.

Create, manage, and run configurations

Configure/Start GFI Comms Hub Configurations

X B Y

~ GFI Comms Hub Configuratiq

I — | >)

Filter matched 2 of 2 items

o % || Name: [CH-ESME
- New Device - o x
Add New Device
Entials
1d: [002230000016384) ]
Type: ESME/SAPC [v]
Installation Credentials: (7213241A098238D86134 ]
'f'E' Cancel ‘ | 0K
| Apply

| close

Revert |

| Add |

Start |

Figure 16 — New Device dialog

Create, manage, and run configurations

Configure/Start GFI Comms Hub Configurations

o x

B = -

+ | Name: [CH-ESME

< GFI Comms Hub Configuration
Device Id

@B

Filter matched 2 of 2 items

0022A30000016388

Settings | ZigBee Network | Devices
Devices to include in CHF's device log:

Type
ESME/SAPC

Installation Credentials
7213241A09823BD86134

Close

| Add |

)

Figure 17 — Devices page featuring an ESME/SAPC

Now that the configuration is ready, it should be saved selecting ‘Apply’.

Every time a configuration is changed it is possible to revert the changes as long as ‘Apply’ was not
selected, by selecting ‘Revert’. ‘Close’ would close this dialog but, as there are changes pending, a
confirmation dialog would be displayed, allowing the user to save the configuration.

Starting the Communications Hub

To start the Communications Hub, select ‘Start’.

The following dialog (see Figure 18) allows the user to select the CH start type.
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) Confirm Action - o x

/.¢\ Select start mode:

*) 5oft stat () Hard start

Figure 18 - CH Start Type Dialog

To run the CH with soft start mode, the user needs to have a previous run for that configuration. The
previous run also needs to be stopped with soft stop. These conditions will allow the user to restore the
HAN.

With hard start mode, the CH will not have any previous run information, so it will not restore the HAN.

The console pane should display the outcome of this operation (Figure 19).

[ console| @ Log| [& Report = BE E =g
Communications Hub

Starting the GFI-CH, please wait...

gfi-comms-hubd started

Process returned exit code: @

CH started, Configuration used was:CH

Log Level: 4

Filename is: /home/gfi/gfi-workspace2/ch _configurations folder/CH.xml

Figure 19 — Outcome of CH’s start command shown in the console
The Communications Hub was started successfully.

Every time an attempt is made to start the Communications Hub, the configuration used is added to the
menu. The next time the ‘Configure/Start GFI Comms Hub’ button is pressed, it will attempt to start the
last configuration used (soft start). To display the CH configurations management dialog, the user must
now press the ‘arrow’ button (Figure 20).

@& -0 @< =0

1CH

Configure/Start GFlI Comms Hub Configurations...
Organize Favorites...

Figure 20 — The CH Configurations’ menu

Stopping Communications Hub

Selecting the Stop Communications Hub button (Figure 21) a dialog box to choose the stop mode will
appear (Figure 22).
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e-@e<a0

Figure 21 - Stop Communications Hub button

When the Soft stop mode is selected, the CH configuration and HAN information is saved, and the user
can later start the CH with soft start to restore these configurations. If the Hard stop mode is selected,
all HAN information will be deleted and hence, when starting the CH the Hard start mode shall be
selected.

m Confirm Action - o x

O
&

Are you sure you want to stop the Communications Hub?

Select stop mode:

() Soft stop () Hard stop

Figure 22 - Stop Communication Hub Dialog

Displaying the GFI Communications Hub Status

The GUI does not maintain the CH’s state — instead, it can query it at any time to obtain its status. To do
so, select the ‘Comms Hub Status’ button on the toolbar (Figure 9). Again, the outcome is displayed in
the console pane (Figure 23).

L Console Log| [@ Report

Communications Hub
jgfi-comms-hubd is running
Process returned exit code: 1

Figure 23 — Outcome of CH’s ‘status’ command

GFI Communications Hub CLI Connection

By selecting the ‘Communications Hub CLI Connection’ button from the toolbar, the user can use the
Comms Hub CLI.
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Terminal

File Edit View Search Terminal Help

Figure 24 - Communications Hub CLI

To close the connection to the Communications Hub CLI the user is required to close the window, and
the connection will terminate, but the Communications Hub will continue running.

The user can configurate the IP address and the Port to connect to the Communications Hub in the GFI
Preferences.

GFI Communications Hub Clock Settings

By selecting the ‘Communications Hub Clock Settings’ button from the CH Toolbar, the user can change
the date and time in the Communications Hub. The user has the option to sync the Communications Hub
clock with the operating system or set a custom time.

To sync the Communications Hub Clock with the operating system the user needs to press the ‘Sync
With OS’ button and the changes will be applied.

Using the ‘Update From Comms Hub’ button, the tool inserts the date/time from the Communications
Hub in the date/time fields shown in Figure 22. The fields can also be changed by the user to set a
custom time.

To apply the custom time, press the button ‘Apply’ and the changes will take effect in the Communications
Hub.

] Set CH Date and Time - o x

UTC Date/Time

Update From Comms Hub | Date: 07/01/2020 Time: 13:44

Cancel Sync With OS Apply

Figure 25 - Communications Hub Clock Settings
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GFI Communications Hub Log File

So far, we have explored some of the CH’s actions and we have seen the outcome of these actions being
displayed in the console pane. Depending on the log level chosen, the CH may log events to a log file.
It is possible to display the contents of this file in real-time. This feature is active by default and the log
activity is displayed as the CH is started. The outcome is shown in Figure 26.

® @ < |z |rL R GFI
=

L console| B Log| [@ Report x B mBvy = 0

Communications Hub Log

CH Log started - Log filename is: /home/gfiuser/gfi-comms-hubd.log

Figure 26 — CH Logging started

Notice that the title has changed from ‘Communications Hub’ to ‘Communications Hub Log’. Although
the same pane (Console) is used to display this information, it is displayed in a different page. To select
which page to display, the appropriate button in Figure 27 must be used.

toggle between console pages

1 Communications Hub k
¢ 2 Communications Hub Log

displaythe menu of console pages

Figure 27 — Buttons to switch between console pages

Displaying the devices in the HAN

By selecting the ‘Fetch Han Log Entries’ button from the toolbar, the user can display the devices present
in the CH’s whitelist. Since an ESME was added during the creation of this configuration, we can now
confirm its presence in the CH’s whitelist (Figure 28).
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J console Log| @ Report S mBE

Communications Hub

EUI | Node Id | Link Key | Authenticated
0022A300001638B2 | 65535 | FCO49DABFAE3D6B2638B70DFA7471396 | false

Figure 28 — Outcome of the ‘Fetch HAN Log Entries’ command

Notice the change in the console’s page (switching back to the Communications Hub page), as this is
the outcome of a CH action. If the ‘Communications Hub Log’ contents is now shown, the log has now
entries corresponding to this command (Figure 29).

Ld Console| B Log| [A Report % B ™ B~ = 0O

Communications Hub Log

CH

. Replying:{ "chfLogEntries": [ { "eui": "0022A300001638B2", "nodeId": 65535, "linkKey"
:22:11.822 | CTRL

[tcp:50000] Waiting for a client

0:22:11.609 | CTRL | 4 | [tcp:50000] Waiting for data...

0:22:11.712 | CTRL | 4 | [tcp:50000] Server Ctrl socket received: {"command": "getKeyTable", "parameters": {}
©:22:11.712 | CTRL | 4 |

0:22:11.712 | CTRL | 4 | [tcp:50000] De-serialized json: { "command": "getKeyTable", "parameters": { } }
0:22: | | 4|

0 | 4

Figure 29 — CH’s log produced by ‘Fetch Han Log Entries’ command

Every time the user wishes to activate a different configuration, they must first bring the CH down (via
the ‘Stop Comms Hub’ button from the toolbar).

This concludes the first task — CH configuration. The CH is now configured and ready to answer requests.
The next sections will deal with test creation and execution.

GFI Communications Hub LEDs behaviour
Table 2 specifies the expected behaviour of the GFI CH’s LEDs.

LED Expected Behaviour

Off: Not connected to USB or not recognized by the OS.

Yellow
On: Connected to USB and recognized by the OS.
Blinking: Starting the network.
Green Solid On: Network started.
Off: Network is down (not started or stopped).
Red Occasional blink: ZigBee traffic signal - sending/receiving ZigBee data.
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LED Expected Behaviour

Blinking in a steady rate (~ 1blink/sec): There was a stack error, but it was
probably recovered. Restart of the GFI CH is recommended and, in some
cases, it may be required to function properly.

Solid On: The ZigBee stack had an error and could not recover. Restart of
the GFI CH is required.

Off: No data is being exchanged.

Table 2 — GFI Communications Hub LEDs behaviour

4.3.2 Test Creation Wizard

Assuming we start with an empty workspace, we will now create a Test. This may be done by invoking
the New Test wizard from the context menu on the Explorer, from the File menu or from the respective
button on the toolbar, and then filling in the required options and configurations.

% Q 4008 e B <z

@ Explorer o ¥ = 8

L

Import

Refresh
Search Test

Figure 30 — New Test

New Test Properties

This dialog gathers the initial information required by the test Properties file (Section 2.3.2). Specifically,
the user is prompted to enter the following information (Figure 31):

= |dentifier: This is the identifier that will be used for the test project name shown on the Explorer
pane. The test folder will contain a file named after the concatenation of ‘Properties’ and the
identifier entered.

= Test Name: A user-defined name, typically a short but meaningful description.

= Description: The detail used to include in the test purpose section of the test report (this field is
not mandatory).
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> New Test - Step 1 of 4
New Test properties ﬁ G F I
Create a new Test and define Test properties A

identifier: l |

Test Name:

Description:

| Next> | Cancel

Figure 31 — New Test Properties

Comms Hub

The next two dialogues gather the information required by the test scenario such as the type of Comms
Hub (and possibly also its configuration data) and the active device (and also possibly its id and
certificates). From these inputs, the file referred to as <scenario-file>.xml (Section 2.3.1) will be
generated.

If the test uses full meter emulation then no data is available to be configured, since the GFI’'s emulated
scenario is assumed.
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New Test - Step 2 of 4
Comms Hub ﬂ G F |
Define Comms Hub Scenario properties A

Type:
| Emulated =

<Back Next> Cancel Finisk

Figure 32 — Scenario selection (emulators)

If the GFI Comms Hub is selected, the following settings need to be entered:

x New Test - Step 2 of 4
Comms Hub ﬂ G F I
Define Comms Hub Scenario properties A

Type:

GFl Comms Hub =
Use Comms Hub Configuration:

Custom =
CHF Id:

00db1234567890A2

GPF Id (ZigBee Radio MAC):
000b57fffe316438

CH Port:

50001

< Back [WJ Cancel Finis|

Figure 33 — Scenario selection (GFI Comms Hub)
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= CHF Id, CHF Port and GPF Id: refer to section “ZigBee Network”.

These fields are also used in the CHF’s boot up configuration — that’s the reason it makes sense to create
one beforehand. Although the user can still enter these fields manually, it will be easier and less error-
prone if that configuration is recalled. This can be done via the “Use Comms Hub Configuration” selection
box. (Figure 33).

If the Physical Comms Hub via Interface Module option is selected, the following fields need to be
entered:

@ @ New Test - Step 20f 4
Comms Hub ﬂ G F I
Define Comms Hub Scenario properties| A

Type:

Physical Comms Hub via Interface Module %

Module Address:
10.10.10.101
Module Port:
55000

Protocol:

TCP -

<Back Next > [ Cancel

Figure 34 - Scenario selection (Physical Comms Hub via Interface Module)

=  Module Address: The address of the interface module — either a hostname, an IPv4 address or
an IPv6 address are valid,

= Module Port: the port in which the interface module listens for requests and
= Protocol: choices are TCP or UDP.

Regardless of the Comms Hub Type option selected, the fields will always be populated with data from
the last known configuration, after a test is successfully created.

Clicking ‘Next’ will lead to the next dialog, where the user can choose the active device.

Devices

The Device window allows the user to choose the active device type.

The user can select one the following devices:
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- New Test - Step 3 of 4 - o x
Device ﬁ G F
Define Device Scenario properties A

Type:

[ sapc =

1 ESME

[ GSME ]
CHF

I GRF gnature Certificate:

([ peMiD || Browse. |

} HCALCS pment Certificate:

[ SAPC ] ‘ Browse... |

|_ < Back ” Next > ‘ | Cancel |

Figure 35 — Scenario selection (Emulated device)

= ESME, GSME, CHF, GPF, PPMID, HCALCS, SAPC

If the test is fully emulated, then no further data needs to be configured, as GFI’s defaults are assumed.
Otherwise, the following fields need to be filled®:

10If ‘GFI Comms Hub’ was chosen in step 2 and the device chosen is either the GPF or the CHF, then no further data needs to be entered —
The values from step 2 will be used.
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@ @ New Test - Step 3 of 4
Device @ G F I
Define Device Scenario properties A

Type:
ESME
Id:

Digital Signature Certificate:

Browse...

Key Agreement Certificate:

Browse...

<Back | Next> | Cancel

Figure 36 - Scenario selection (Device)
= |D: Entity Identifier of the active device in CHF’s whitelist,
= Digital Signature Certificate: Path to the .der file containing the device certificate and
=  Key Agreement Certificate: Path to the .der file containing the device certificate.

Data from the last configuration will also be recalled here, just like in the previous dialog. Clicking ‘Next’
will lead to the last dialog, where the user will choose the test-cases to be added to the test.

Search and Select Test Cases

In this section test cases are selected to build the sequence for the new test. Clicking in the ‘Add Test
Cases’ button (on the upper left corner of the dialog) will display a list of the test cases present in the test
library — the SMETS Use Cases already coded.

The type of device selected in the previous step will filter the test-cases available (i.e. selecting an ESME
will display ESME and CHF test-cases only*?).

1 The behaviour is consistent with earlier version of this GUI, namely the options ‘electric’ and ‘gas’. It has been augmented with new devices
but the legacy options are still available. For each new device is also possible to choose CHF test-cases.
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Search and Select Test Cases ﬁ G F I

Search and Select Test cases to add to the Test

&

Sequence TestCaselD Purpose

Cancel
Figure 37 — Search and Select Test Cases

The required test cases should then be selected and added to the sequence. A filter may be applied to
refine the test case list as shown in Figure 38. Upon selection, the information of a test-case is displayed
in the pane on the right ‘Selected test case info’. Multiple selection is also possible.

x Add Test Case

Filter Available Test Cases:

MPAN

Select Test Cases to open: Selected Test Case Info:
ATG«TC-ECSZGe-ESME Read ESME Configuration Data Device Infoi Purpose Information: The purpose of this test
ATG-TC-ECS39a-ESME; Set MPAN Value on the ESME case s to validate Use Case
ATGTC-ECS39b-ESME| Set Export MPAN Value on the ESME ECS26e "Read ESME

Configuration Data Device
Information (device identity
exc MPAN)" by validating
the construction of the
command used for reading
Device identify
Configuration Data on the
ESME and its respective
response.

Assumptions and Constraints: The statementinissue
#3868 is assumed to be
correct (need for a
supplementary party), as
IRP 219 proposes changes in
this direction.

ATG-TC-ECS40-ESME Read MPAN Value on the ESME

~ Parameters
Name
Control.Error.Code
Control.Error.Request
BusinessOriginatorName o

Cancel |7 7‘“ |

Figure 38 — Add Test Case
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After all the required test cases are added, the sequence in the ‘Search and Select Test Cases’ dialog is
populated.

At this point it is possible to tune the Test procedure. On the upper right corner, the arrow icon buttons
(‘Move Up’ and ‘Move Down’) allow a selected test case to be moved up or down the sequence. On the
upper left corner, next to the ‘Add Test Cases’ button, lay the ‘Delete’ and the ‘Duplicate’ buttons. As
their names imply, they remove / duplicate the selected (possibly more than one) test cases. Duplicated
test cases will be added to the end of the list, if needed, they should then be moved to their correct order
in the sequence.

Search and Select Test Cases @
Search and Select Test cases to add to the Test A
& x +* +

Sequence Test Case ID Purpose

1 ATG-TC-ECS539a; Set MPAN Value on the ESME
2 ATG-TC-ECS40 | Read MPAN Value on the ESME
4 ATG-TC-ECS40 | Read MPAN Value on the ESME
< Back Cancel Finish

Figure 39 — New Test populated sequence

Clicking ‘Finish’ in this dialog will create the new test which will then be listed in the GUI's Explorer
window. Test Case data (such as number of iterations and the values for input/expected values) is
created from default values present in a Test Case library. Repeated instances of a test case are
automatically assigned a different identifier by appending a numerical suffix to the default test case
identifier. This identifier can still be edited later. Properties and Scenario may be viewed and edited in
the working area should any changes be required for a specific sequence (e.g. expected values on the
output parameters). An example of this is given in Section 4.3.5. The tester will also be allowed to edit
these parameters in Advanced Mode (directly in the XML files), changing the configuration through the
application menus. Detailed information on the subject can be found in the next Section (4.3.3 - Edit
Modes).
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@ Explorer E ¥ = B ||@ *Properties_ESME-MPAN.xml & = B
v 2] ESME-MPAN Test Cases Editor

[ Properties_ESME-MPAN.xml

B Scenario_ESME-MPAN.xm Test Cases ~ Iteration Details
t BusinessOriginatorName: Supplier1
L x @ + pp!
¢ BusinessTargetName: ESME1
¥ ATGTCECS39a-ESME-Set MPAN Value on the ESME nput  Meter NS).value: 31333132333435363738333333
bected  Meter NS).result: o
Iteration2
» Iteration details - Error
Test Editor | Test Cases Editor
J Console| & Log| @ Report B ™ = 0

Communications Hub Log

Figure 40 — New Test added

4.3.3 Edit Modes

There are two ways in which a Test Case may be edited. By default, the Basic Mode provides graphical
interfaces to edit Test / Test Case information as well as the addition (or removal) of further Test Cases
and lIterations. The parameters’ values, both Input and Expected may also be edited according to the
Test requirements. Alternatively, an Advanced edition mode is available for experienced users. The
edition mode may be toggled using the application menus following the Edit > Preferences menu
options. A dialog will be presented where this configuration may be altered.

[ann} Preferences - o x
GFI GFI

Editor's View Mode:

@® Basic

) Advanced
CHF Control Port: 50000
CHF CLI IP: 127.0.0.1
CHF CLI Port: 49999
GFI Executable: Jopt/gfi/gfi-testing-tool Browse...
Comms Hub Executable: |/opt/gfi/bin/gfi-comms-hubd.sh Browse...
OTA Tool Executable: Jopt/gfi/bin/otaTool Browse...

3.0.3~201911201816 (Nov 20 2012 18:18:06)
Base v3.0.3~201911201816
Copyright (c) Smart DCC Ltd.

Restore Defaults Apply

Cancel | oK |

Figure 41 — GFI Preferences
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Basic Mode

In order to edit the Test Scenario, all the configurations detailed in the previous section (Figure 33 —
Scenario selection (GFI Comms Hub) and Figure 34 - Scenario selection (Physical Comms Hub via
Interface Module) may be tweaked.

The Test Scenario editor also allows to configure the ‘Force Message Corruption’ option.

[#& Scenario ESME_MPAN.xml i3
Scenario

Comms Hub
Type:

Emulated Devices (no Comms Hub)

Device
Type:
ESME

Advanced
Force Message Corruption:

false =

]

Figure 42 — Edit Scenario

To edit the Test Properties in Basic Mode (default), there are two tabs available: The Test Editor and the
Test Case Editor.

= Test Editor: Contains the Test information for the report;

[# Scenario_ESME-MPAN.xml [ Properties_ESME-MPAN.xml &2

Test Editor
Identifier: ESME-MPAN
Test Name: ESME Set and Check MPAN

Description: Setting the MPAN onan ESME device and checking the parameter on the
meter. The procedure is executed twice)

Test Editor | Test Cases Editor

Figure 43 — Edit Test Properties
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= Test Case Editor: Allows all sorts of interaction with the test sequence. Adding, removing or
duplicating either Test Cases or Iterations, as well as changing the parameter values (input or
expected) in each Iteration. Test Cases may also be moved up and down in the test sequence.

Scenario_ESME_MPAN.xml [@ Properties_ESME-MPAN.xml & =8

Test Cases Editors

Test Cases ~ Iteration Details

BusinessOriginatorName: Supplier1
-] x @ v |
BusinessTargetName: ESME1

¥ ATG-TC-ECS39a-ESME - Set MPAN Value on the ESME MeterPointAdministrati: ber(combinedMPANS).value: 31333132333435363738333333

Iteration 1 MeterPointAdmi rati ber(combined NS).result: 0
Iteration 2

~ Iteration details - Error

Control.Error.Code:

Test Editor | Test Cases Editor

Figure 44 — Edit Test Case Properties

The data in each test case is set by default and has been previously tested. The values are mainly
gathered from the SMETS documentation where they are described as the default values for the SMETS
object in the meter.

Advanced Mode

There is also the possibility to edit the Test Properties and Scenario directly on the respective XML files
as described before.

Each input or expected value in a test case is defined as a resource (as it could be used in any possible
way) and included in a <resourcepool> element (in the XML file) for that parameter. Each entry in a
resource pool will be used in each of the test case’s iteration — ‘n’ entries in the resource pool will become
‘n’ iterations in the test case. All resource pools should have the same number of data entries as, in the
scope of GFlI, only linear combinations will be used — a resource pool with a lower number of entries will
loop through the values in the extra iterations. On Section 4.3.5 a practical example is presented.

Switching to Advanced Mode as in Figure 41 — GFI Preferences, selecting the radio button ‘Advanced’

and clicking ‘OK’ will activate this edition mode. Testers are advised to use this mode with care as XML
tags and properties misuse may corrupt the Test Case and render it unusable.
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[# Properties_ ESME-MPAN.xml 82 [ Scenario ESME-MPAN xm = g

<?xml version="1.0" encoding="UTF-8"7>
<IDOCTYPE propertiesconfiguration esme>
<executionconfiguration=
<testmanager master node="svfmaster's
<testspec class="CTestSpec" name="ESME-MPAN">
<report=
<item name="TEST ID">ESME-MPAN</item>
<item name="TEST NAME">ESME-MPAN</item>
<item name="TEST PURPOSE">Setting the MPAN on an ESME and checking the parameter on the meter.k/
</report=>
<testcase class="CTestCaseEC539a" name="ATG-TC-ECS539a-ESME-(1)">
<report=
<item name="TEST CASE ID">ATG-TC-ECS39a-ESME-(1)</item>
<item name="TEST CASE PURPOSE">The purpose of this test case is to wvalidate Use Case ECS53%9a "S
<item name="TEST CASE ASSUMPTIONS AND CONSTRAINTS"=N/A</item=
</report>
<resource_combiner class="CLinearCombinations" name="linearCombinator" />
<resourcepool class="CResourcePoolString" name="Control.Error.Code">
<value />
<value />
<value>l</value>
</resourcepool>
<resourcepool class="CResourcePoolString" name="BusinessOriginatorName">
<value>Supplierl</value>
<value>Supplierl</value>
<value>Supplierl</value>
</resourcepool>
<resourcepool class="CResourcePoolString" name="BusinessTargetName">
<value=ESMEl</value=>
<value>ESMEl</value>

Figure 45 — Edit Properties in Advanced Mode

4.3.4 Test Execution

Using the example presented previously, this section will detail the test execution procedure.

Firstly, we will confirm the meter has successfully joined the HAN by querying the CH (‘Fetch Han Log
Entries’). The outcome of this command shows the device authenticated successfully (Figure 46).

L Console Log Report % ™mB~v =0

Communications Hub

| Node Id | Link Key | Authenticated
6022A300001638B2 | 56972 | ©01049622ADD859DDBCBAES9224C2CCA | true

Figure 46 — ‘Fetch Han Log Entries’ showing the device authenticated

A Test previously created may be executed using the ‘Run’ button in the toolbar or the option ‘Run’ in the
Test’s context menu. For versions 2.0.0 and up it is now possible to run multiple tests in sequence. To

do this, select the tests to be run (holding the control key while making the selection) before pressing the
run button.
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&% Q @

le.t@@v@aqi

@® Explorer =l

¥ ) ESME-MPAN
B Properties_ESM|

B Scenario_ESME- =U
Duplicate Test

Import

Export

Delete Deleks
Refresh

Search Test

New Test

- = 7

[@ *Properties_ESME-MPAN.xml £
Test Cases Editor

Test Cases

H e x @

w4 ATG-TC-ECS39a-ESME(1) - Set MPAN Value on the ESME
Iteration 1
Iteration 2
v ATG-TC-ECS40-ESME(1) - Read MPAN Value on the ESME
Iteration 1
Iteration 2
Iteration 3
> ATG-TC-ECS39a-ESME(2) - Set MPAN Value on the ESME
> ATG-TC-ECS40-ESME(2) - Read MPAN Value on the ESME

Test Editor | Test Cases Editor

3 console| B Log| @ Report
Communications Hub Log

Figure 47 — Run Test from context menu

Test Case Details

Test Case Id: ATG-TC-ECS39a-ESME(1)

A database of counters per Remote Party is maintained by the application. The purpose of this database
is to account for the situations where protection against replay is used (i.e. the meter will reject a message
if its counter is higher than the message’s). Every time a message is sent, the counters used in message
exchange are incremented and the total increment is stored in a counter database after an iteration is

concluded.

If a given Remote Party is being used for the first time, their counters will not have yet been initialised in
the database. If this is the case, a dialog is presented to obtain the Tester’s confirmation of the counters

starting values.

> Remote Party Counters

The Following counters are not saved in the GFl database, please verify each value before execution:

Remote Party ID

00db1234567890A4
70B3D51F300017FF
90B3D51F30000001
90B3D51F30000002
90B3D51F30000004
90B3D51F30000007
90B3D51F30010000
90B3D51F30020000
90B3D51F30030000

Value:

4  Counter Value
10000

5000

7000

1300

6000

8000

1000

1200

1100

Figure 48 — Remote Party Counters

Cancel

Continue |

Although the counter values may be changed, they will be initially filled in with defaults read from the
Test Scenario. The Tester may always change these values later on by means of the application menu

sequence: Edit -> Counters.
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< Remote Party Counters

Filter:

Counters:

Remote Party ID +  Counter Value
00db1234567890A4 10000
70B3D51F300017FF 5000
90B3D51F30000001 7000
90B3D51F30000002 1300
90B3D51F30000004 6000
90B3D51F30000007 8000
90B3D51F30010000 1007
90B3D51F30020000 1200
90B3D51F30030000 1100

Value: Set Add...

Close

Figure 49 — Remote Party Counters Editor
Click ‘Continue’ (Figure 48) for the test to be executed.

The console activity will then be displayed in the console pane. It is the actual real-time output of the GFI
testing tool execution as if it would have been run through the command line. Notice the title has changed
to “Test Run ESME-MPAN’ (Figure 50). This is yet another page in the same pane, corresponding to a
third source of input: the output of running a test (or a campaign). As seen before, changing between
pages in the console page can be achieved as shown in Figure 27.

& console Log| [@ Report

Test Run ESME-MPAN
Found 12 argument. Searching for file [/home/gfiuser/.gui/tmp/tmpScenario8753080810537975883gfi.xml].
Found 22 argument. Searching for file [/home/gfiuser/workspace-gui/com.criticalsoftware.gfi/build/output/com.criticalsoftware.gfi-1.3.2.E-1inux-x86_64/worksg

Initializing the Software Database (SDB)...
Starting GFI Execution

Preparing Test Execution
Report location: /home/gfiuser/.qui/tmp/GFIServRun4673827876490456679/test-report.html
CHF client connected
ACBEmulator: Start processing thread for messages received from xSME
ACBEmulator: Waiting for new messages from xSME
ACBEmulator: Start processing thread for messages received from the KRP
ACBEmulator: Waiting for new messages from KRP
GPFClient: Start processing thread
GPFClient: Waiting for new messages
Starting Test Execution...
Starting Run 1 of 1...
Executing Run 1 of 1..
Testcase: ATG-TC-ECS39a-(1), Starting...
Testcase: ATG-TC-ECS39a-(1), Starting Iteration: 1 of 2
Testcase: ATG-TC-ECS39a-(1), Iteration: 1 of 2, Starting Test Step: 1 of 1
CGBCSUseCase: Preparing to send GENERAL SIGNING MESSAGE
CGBCSUseCase: Adding signature to GENERAL SIGNING MESSAGE
KRP: GENERAL SIGNING MESSAGE detailed byte array (68 bytes):
DF 09 01 60 00 00 00 0O 00 03 E8 08 90 B3 D5 1F 30 01 00 60 68 00 22 A3 00 60 16 38 B2 00 02 00
4C 21 D9 20 00 03 E8 00 01 02 00 01 00 60 5E 2C 22 6B 62 61 ©9 6D 31 33 31 32 33 34 35 36 37 38
33 33 33 00
KRP: Sending GENERAL SIGNING MESSAGE (68 bytes)

Figure 50 — Console activity

5@ wap-off

1 Communications Hub
2 Communications Hub Log
5 36 37 * 3 Test Run ESME-MPAN

Figure 51 — Console page for Test Run selected
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When execution is finished, the execution log and the report are presented in the Execution Log pane.
Only the report corresponding to the last execution of a test is displayed in this pane'? — all previously
saved reports are displayed in the Edit/View pane. Upon running the test, a new Campaign item resulting
from the Test's execution is added to the Explorer pane, along with all the respective configuration,
execution and metric files.

% a

@z s0 8-0 @ <D |p:z el
B Explorer & ¥ = B8 |B Properties_ESME-MPAN.xml =0
ESMEMPAN Test Cases Editor
[ Properties_ESME-MPAN.xm|
B Scenario_ESMEMPAN.xmI Test Cases Test Case Details
* @ Campaign_ESME-MPAN Test Case Id: ATGTC-ECS39a-ESME(1)
v & Test % o x @ -
¥ |2 Run_2019-03-04~15.04.28
m executionlog.csv Test Editor | Test Cases Editor
[ testreport.html & Console B Log| @ Report, =-m

@ campaign.metrics

GFI-TESTING-TOOL TEST REPORT

TEST INFORMATION

Test id ESME-MPAN

Test Name ESME-MPAN

Test Purpase

Execution Date 2019-03-04 15:04:27 (WET)

Gfi Version 2.1.3~201903011228 Base v2.1.3~201903011228
Overall Result PASS

TEST CASES RESULTS

Test Case Result

ATG-TC-ECS393-ESME(]) o PASS
ATGTCECS40-ESME(L  PASS
AIG-TC-ECS393 FSME(D) ' PASS
ATGTCECS40 ESME(D]  PASS

TEST CASES EXECUTION
ATG-TC-ECS39a-ESME(1)

Test Case id ATG-TC-ECS392-ESME(1)

“The purpase of this test case is to validate Use Case EC339a “Set MPAN | MPAN Value" by validating the canstruction of the command used by the Suppher for setting the
“Import MPAN Value™ on the ESME and it

NiA

Test Case Purpose
Test Case Assumptions And

Constraints
Inputs. +
Execution +
Overall iteration Expected Results Matched 100% (26/26)
Result o PASS
In; +
————c =]
@ 1item selected
Figure 52 — Execution finished
% a - ¢-0 2 <8 & Mo
B Explorer E ¥ = B | [@ Properties ESME-MPAN.xm| |G Metrics 3 =8
v @ ESMEMPAN Campaign Metrics Information
[ Properties_ESME-MPAN.xml
B Scenario_ESME-MPAN.xml Test ID:  ESMEMPAN
* m Campaign_ESME-MPAN Purpose:
> g Test
* | Run_2019-03-04-15.04.28 Campaign Run Dates Total Fail Pass N/A TEST CASES CHECKS
® executiondog.csv 2019/03/04 15:04:28 la Jo Ja o
B testreport.html
o W pass —0 W eass
o W o —
O NA
2 console| B Log| @ Report =

GFI-TESTING-TOOL TEST REPORT

TEST INFORMATION
Tost id ESME-MPAN
[TestMame [ ESMEMPAN
Test Purpose
Execution Date 20190304 15:04:27 (WET)
Gfi Varsion 2.1.3~201003011228 Base v2.1.3~201903011228
Overall Result PASS

TEST CASES RESULTS
[ 1item selected

Figure 53 — Campaign Metrics

12 This is also true when multiple tests are run: only the last report will be shown.
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During the execution, it is possible to skip the current iteration by clicking the skip button in the console
pane. In much the same way a test execution may be stopped using the stop button.

3 Console Log Report ] B~y =0

2 LR
S Qb

Test Run ESME-MPAN Skip Iteration

00:00:02.357

ACB | ACBEmulator: Waiting for new messages from KRP
ZIGBE

5 COORD
00: ZIGBE

|
| TX (resp) Ucast 0x@ w/ link key
|
409 |
00:00:02.409 | ZIGBE
: |
|
|
|

4]
4|
4 | SendMessage: Sending message to ESME ZigBee device 0022a300001638b2
4| TX buffer: [66 67 6b 61 00 ]

4 Sending message though client tunnel ©, size 90

4|

4|

4

41

00: ZIGBE
ZIGBE

Tunneling: Sending command, original datalen 90
Sending fragment © of 2

Tunnel send status: ©

Sending fragment 1 of 2

ZIGBE
ZIGBE

Figure 54 — Skip and Stop

This concludes the Test execution. As mentioned before, should further executions of this Campaign be
performed, new ‘Run’ items will be added to the Campaign. Old runs may be deleted but are kept by
default for later analysis.

Note: Whenever a Test is executed, a new Campaign is generated. If, on the other hand a
Campaign is executed, a new Run (belonging to this Campaign) is generated. Campaigns are
ALWAYS executed based on the same test conditions (Properties and Scenario). Campaign Tests
are not editable — only standalone Tests may be changed.

Figure 55 depicts multiple executions of a Campaign.

3 a LU S C I © B COR = s
@ Explorer B ¥ T OB ||@ properties_ESME-MPAN.xml [ Scenario_Campaign_ESME-MPAN
¥ @ ESME-MPAN Campaign Metrics Information
[3) Properties_ESME-MPAN.xml
B Scenario_ESME-MPAN.xml Test ID: ESME-MPAN
¥ m Campaign ESME-MPAN Purpose:
L Test
» |2 Run_2019-03-04~15.04.28 Campaign Run Dates Total  Fail Pass | N/A TE
* |2 Run_2019-03-04~15.07.52 019/03/04 0 ! e ! 0
» |23 Run_2019-03-04~15.07.55 2019/03/04 15:07:52 4 0 4 1]
@ campaign. mekrics 2019/03/04 15:04:28 4 0 14 o
¥ @ Campaign_ESME-MPAN_001
> Test

¥ | Run_2019-03-04~15.07.45
[l campaign.metrics

Figure 55 — Multiple Runs

4.3.5 Analysis of Results

In the previous section the test was executed without any changes to the original library test-cases, so
as expected the result was PASS for all of them. Test-cases that read parameters from metering devices
have been stripped of expected values (other than statuses or results that should be zero when
messages are exchanged successfully) as it is not possible to predict what their values will be when
actual meters are plugged in the system. Being so, no expected values in the read test-case (like ATG-
TC-ECS40 in our example) means that no check is performed but the parameter still gets printed in the
report.
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We may change these test-cases to perform the check adding a value to the respective Expected entry.

The default SMETS object storage values were previously tested and known to yield pass results, these

are:

= MeterAdministrationPointNumber(combinedMPANS):
3133313233343536373831313131333132333435363738323232

= MeterAdministrationPointNumber(exportMPAN):

31333132333435363738333333

GFI - ESME-MPAN/Properties_ESME-MPAN.xml - GFl

L 4 -0 Q0 < = i< ®GFl
® explorer ¥ = O ||@ *Properties ESMEMPAN.xmI &2 [ Scenario_ESMEMPAN.Xml @ Metrics Ci]
> @ ESME-MPAN Test Cases Editors
¥ M Campaign_ESME-MPAN
i Test Cases Iteration Detall
* I Run_2016.07-24~01.05.52 a > 5 BusinessOriginatorName: Acs
x
* IO RUN_2016:07-24-12.45.18 o BusinessTargetName: ESME1
* P Run_2016-07-24-12.45.28 ¥ ATGTC-ECS39a-(1) - Set MPAN Value on the ESME ATG.Control.TwinElement: Troe
i campsignmetiics Iteration 1 SupplementaryRemotePartyName: Supplier?
v @ Campaign_ESME-MPAN_001 Canei
t ReTetions 31333132333435363738313131313331323334353
¥ ATGTCECS401) - Read MPAN Value on the ESME
» 15 Run_2016-07-24-12.43.12 el 31333132333435363738333333
result:
@ campaign.metrics iteration2 o
sult: o
Iteration 3
teration 4
> ATGTCECS3I9a-{2) - Set MPAN Value on the ESME N
¥ ATGTC-ECS40-(2) - Read MPAN Value on the ESME
iteration 1
teration2
Iteration3
Iteration 4

Test Editor | Test Cases Editor

3 console| M Log| B Report ¥ =0
Run: Run_2016:07-24-12.45.28 _ Start: 2016-07-24 12:45:21 (WEST) _ Stop: 201607-24 12:45:27 (WEST)

seqw | Time larea | Level| Message |
1 00:00:00.123 MNGE 6 ConfigManager: added conf 7 counters_persistency with value true

2 00:00:00.123 MNGE 6 ConfigManager: added conf system_datetime with value 2015/01/01 00:00:00

3 00:00:00,123 MNGE 6 Created Equipment SimulationManager

4 00:00:00.123 MNGE 6 Created Equipment ACBEmulator

s 00:00:00.123 BSTORE 6 CRemotePartystore: Loading Store

6 00:00:00.125 MNGE 6 Created Equipment RPEmulator

7 00:00:00.125 TORIV 6 Setting TestDrive context where Sets and Sends will be performed = 4

Figure 56 — Set Expected values

These values should be set in both Iterations of both read Test Cases (ATG-TC-ECS40-(1) and ATG-
TC-ECS40-(2)).

Graphical User Interface Manual DCC Public Page 47 of 70



Data .
Communications
Company

% a & @@ &<\ [ & |®cF
@ Explorer 5 ¥ = O ||@ Properties_ESME-M... | B Scenario_Campaign_... |l Metrics | [l Metrics = B ||@ Report = B8
2, ESMEMPAN Test Cases Editor GFI-TESTING-TOOL TEST REPORT
v @ Campaign_ESME-MPAN
v o Test Test Cases ~ Iteration Detalls TEST INFORMATION
N . Test id ESME-MPAN
= Run_2019-03-04~15.04.28 & x @ - ! Test Name ESMEMPAN
> |9 Run_2019-03-04-15.07.52 gel| [ Test Purpose
> |3 Run_2019-03-04~15.07.55 v ATGTC-ECS39a-ESME(1)-Set MPAN Value on the ESME 1| | Execution pate 20150504 15:16:10 (WET)
@ campaignmetrics Iteration Meteradminist| | Gfi Version V2.i5-201305011228
" W Campaign_ESME-MPAN_001 Iteration 2 Meteradminist|| | Overall Result PASS
> @ Test v e R
S e0mAsonas ATGTC-ECSA40-ESME(1) - Read MPAN Value on the ESME Meteradminist]|  TEST CASES RESULTS
P2 Run_; ) e Iteration 1 Meteradminist| |_Test Case Result
@l campaign. metrics Iteration 2 ATGTCECS30a ESME(L) ¥ PASS
> @ Campaign_ESME-MPAN_002 Iteration 3 ATG-TCECS40-ESME(1) ' PASS
lteration » Iteration details - Emulz|| | ATG-TCECS392-ESME()  PAsS
TCECS40: )
»  ATGTC-ECS392-ESME(2)-Set MPAN Value onthe ESME ATG-TCECSA0-ESNER W Pass
v ATGTC-ECS40-ESME(2) -Read MPAN Value on the ESME TEST CASES EXECUTION
Iteration 1
} Iteration details - Error
Iteration 2 TestiCase =
) Test Case Id ATG-TCECS39a-ESME(L)
Iteration 3 The purpose of this test case is to validate Use Case EC539a
Iteration 4 “Set MPAN / MPRN Value" by validating the construction of
Test Case Purpose the command used by the Supplier for setting the *Import
MPAN Value" configuration on the ESME and its respective
response.
Test Case And y
I . N/A
Iteration 1 =
Inputs +
Test Editor |Test Cases Editor Ry _AS
3 console| B Log =B "B~y =08
©0:00:00.953 | MNGE | 2 | Testcase: ATG-TC-ECS48-ESME(2), Overall Result = PASS -

00:00:00.953 | MNGE | © | Complete Run 1 of 1
00:00:00.953 | MNGE | © | Complete Test Execution
00:00:00.953 | RPORT | | --------z---zozmcmmommnnnas
00:00:00.953 | RPORT | © | OVERALL TEST RESULT: PASS
00:00:00.953 | RPORT | © | ---- -

AL clean up, exiting.

Figure 57 — IDE layout (Properties and Report).
Note that the report was moved to the view pane so it’s side by side with the properties window.

However, the purpose (as described in the beginning of this Step-by-step example) was to assign
different values to the MPAN parameter. This may be done by editing the Properties file in the Test,
changing the input parameter to the desired value. In this example, the second update test case (ATG-
TC-ECS39a-(2)) will be setting a different value.

This test case runs two iterations as seen in Figure 47 — two data values per resource pool in the XML if
editing in Advanced mode. If the purpose of this test case in the Test is to set a specific value to the
parameter rather than testing parameter boundaries, only one iteration is required to attain this objective.
There are two ways to go about it:

= Remove the redundant iterations — On the Test Cases Editor select the iteration to be removed and
click the ‘Remove’ button. Repeat the process until all redundant iterations are removed. Change the
parameter values on the Iteration Detail form as required. If editing in Advanced mode, leave just one
value per resource pool and set the value of the resource pool that relates to the parameter requiring
change.

= Change the last iteration — The easier way as no significant editing is required. Just change the
parameter value on the Test Case’s last iteration. Values set in previous iterations will be overwritten
in the last one. If in Advanced edit mode, set the last value (last iteration) in the resource pool that
relates to the parameter requiring change.

Going with the second option, only the value highlighted in Figure 58 needs to be changed. Note that the
proper lteration should be selected.
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@& a & # @ &< |3 B |®cA
@ Explorer B ¥ = B ||@ Properties ESME-MPAN.xml % | B Scenario_Campaign_ESME-MPAN.xm| | @ Metrics =B
» ) ESMEMPAN Test Cases Editor
v @ Campaign_ESME-MPAN

» @ Test Test Cases ~ Iteration Details

» |2 Run_2019-03-04~15.04.28 @ @ o nput BusinessOriginatorName: Supplier1

2 x
* | Run_2019-03-04~15.07.52 nput  BusinessTargetName: ESME1

* | Run_2019-03-04~15.07.55

d _ Iteration 2 A nput Meter NS)value:  3133313233343536373831313131333132
& campaign.metrics v ATGTC-ECS40-ESME(1)-Read MPAN Value on the ESME Expected  Meter NS)hresult: |0
v m Campaign_ESME-MPAN_001 oration
.
Test Iteration 2

> |3 RUN_2019-03-04-15.07.45 » Iteration details - Error
@ campaign. metrics

> @8 Campaign_ESME-MPAN_002

Iteration 3
Iteration 4
" ATGTC-ECS39a-ESME(2) - Set MPAN Value on the ESME
Iteration 1
Iteration 2
" ATGTC-ECS40-ESME(2) - Read MPAN Value on the ESME
Iteration 1
Iteration 2
Iteration 3
Iteration 4

Figure 58 — Edit Test Case Properties — Before changing the MPAN Value

After assigning a different value to the parameter, the Iteration Detail should look like Figure 59.

[& Properties_ESME-MPAN.xml & Scenario_ESME-MPAN.xml Metrics

Test Cases Editors

Test Cases Iteration Detail

nput BusinessOriginatorName: Supplier1
& x A 4
nput BusinessTargetName: ESMET1

¥ ATG-TC-ECS40-(1) - Read MPAN Value on the ESME
Iteration 1
Iteration 2
Iteration 3
Iteration 4
v ATG-TC-ECS39a-(2) - Set MPAN Value on the ESME
Iteration 1
Iteration 2
v ATG-TC-ECS40-(2) - Read MPAN Value on the ESME
Iteration 1
Iteration 2
Iteration 3
Iteration 4 %

put MeterPointAdministrati b
MeterPointAdministrationNumb

binedMPANS).value: [FEIFEEFEFELEEE A EIETES

binedMPANS).result: o

—_~ =
A 7

Figure 59 — Edit Test Properties - After changing the MPAN value

The file should then be saved and the Test executed.

After the new execution the Test will fail because the subsequent read test case (ATG-TC-ECS40-(2)) is
still expecting to find the default values.
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@ a v :a0 808 <[g [wicaces )| ® | [@en)
= B8

@ Explorer ¥ = B ||@ Properties ESME-MPAN.xml & | @ Scenario_Campaign_ESME-MPAN.xm| | [l Metrics
> @ ESMEMPAN Test Cases Editor
v @ Campaign_ESME-MPAN
> ) Test Test Cases ~ Iteration Details
» |2 Run_2019-03-04~15.04.28 Input  BusinessOriginatorName: Suppliert
R B o x @ P e
I Run_2019-03-04~15.07.52 Input  BusinessTargetName: ESME1
> P2 Run_2019-03-04-15.07.55 lteration 2 Input 331313131333132333435363738323232
G campaign. metrics o wmemrrreancescia nod e : Expected d Jresul: o
v 8 Campaign_ESME-MPAN_001
> @ Test Test Editor |Test Cases Editor |
> [ Run_2019-03-04~15.07.45
P Run N . Ucunsule‘- Lug[@ Repnrt} = g
[ campaign. metrics
> W Campaign_ESME-MPAN_002 GFI-TESTING-TOOL TEST REPORT
> @8 Campaign_ESME-MPAN_003
- - TEST INFORMATION
Test 1d ESME-MPAN ]
Test Name ESME-MPAN 1
Test Purpose
Execution Date 2019-03-04 15:20:24 (WET)
Gfi Version 2.1.3-201903011228 Base v2.1.3~201903011228
‘Overall Result FAIL

TEST CASES RESULTS

Test Case Result
ATGTCECS30a ESME(L f PASS
ATG-TC-ECSA0-ESME(L o PASS
ATGTC-ECS30a-ESME(2  PASS
ATG-TC-ECSA0-ESME(2 ® FAIL

TEST CASES EXECUTION
ATG-TC-ECS39a-ESME(1)

Test Case Id ATG-TC-ECS392-ESME(1)
The purpose of (s [est case i ©o valldale Use Case EC539a "Set MPAN / MPRN Value” by valid
“Import MPAN Value™ the ESME and its respective response.

N/

Test Case Purpose ing the construction of the command used by the Supplier for setting the

Test Case Assumptions And
Constraints

Overall Iteration Expected Results Matched 100% (26/26)
Result [ & Pass o

Figure 60 — Test FAIL

=] Console‘ =] Log‘ @ Reportl = @
DT T T N o T =
00:00:04.867 CHECK EC540_RESPONSE. PAYLOAD. DATE_TIME.LENGTH ) equal to ) PASS
00:00:04.867 CHECK ECS40_RESPONSE.PAYLOAD.TAG 0xDA equal to OxDA PASS
00:00:04.867 CHECK GENERAL_SIGNING_MESSAGE.GROUPING_HEADER.OTHER_INFORMATION.MESSAGE_CODE 0x004E equal to 0x004E PASS
PR =, ECS40_RESPONSE.PAYLOAD.ACCESS_RESPONSE_BODY.ACCESS_REQUEST_SPECIFICATION.NUM | T B SRaE
BER_OF REQUESTS
T EC530_RESPONSE.PAYLOAD.ACCESS |  BODY.ACCESS | = [IST_OF_DATA.NUM
00:00:04.867 CHECK BER OF REQUESE. RESPONSES 2 equal to 2 PASS
o0 EC530_RESPONSE PAYLOAD.ACCESS_RESPONSE_BODY.ACCESS_RESPONSE_SPECIFICATION.NUM
00:00:04.867 CHECK e O REq ESr EUETS 2 equal to 2 PASS
EC530_RESPONSE.PAYLOAD.ACCESS_RESPONSE_BODY.ACCESS_RESPONSE_SPECIFICATION.REQ
00:00:04.867 CHECK UEST_RESULTS.METER_ADMINISTRATION_POINT_NUMBER_COMBINED_MPANS.ACCESS_RESPONS | 1 equal to 1 PASS
E TYPE
_PAYLOAD.ACCESS |  BODY.ACCESS | PECIFICATION.REQ|
00:00:04.867 CHECK ussr RESULTo. METER _ADMINISTRATION_POINT_NUMBER_EXPORT_MPAN.ACCESS RESPONSE T | 1 equal to 1 PASS
YPE
12 34 56 32 33 34 35 36 37 38 31| 3133 31 32 33 34 35 36 37 36 31
o EC540_RESPONSE.PAYLOAD.ACCESS_RESPONSE_BODY.ACCESS_RESPONSE_LIST_OF DATA.REQ
LR AL (Cal=e s UEST_RESPONSES.METER_ADMINISTRATION_POINT_NUMBER_COMBINED_MPANS. St e St e
o EC540_RESPONSE.PAYLOAD.ACCESS_RESPONSE BODY.ACCESS_RESPONSE LIST_OF DATA.REQ | 31 33 31 32 33 34 35 36 37 38 33 3133 31 32 33 34 35 36 37 38 33
Q0i0i0siBeT SHeax UEST_RESPONSES.METER_ADMINISTRATION_POINT NUMBER_EXPORT_MPA! 3333 Sale 3333 DATS
7o EC540_RESPONSE.PAYLOAD.ACCESS_RESPONSE BODY.ACCESS_RESPONSE_SPECIFICATION.REQ
£0:00:04. 007 SHECK UEST_RESULTS.METER_ADMINISTRATION_POINT NUMBER_COMBINED_MPANS.RESULT 2 el 2 PASS
7 ECS40_RESPONSE.PAYLOAD.ACCESS_RESPONSE_BODY.ACCESS_RESPONSE_SPECIFICATION.REQ
DDR00i04: 867 EHECK UEST_RESULTS.METER_ADMINISTRATION_POINT NUMBER_EXPORT_MPAN.RESULT o SR o EASS §
96.7% (29/30) ‘
R FAL i
C Metrics
Test ID: ESME-MPAN
Purpose: Setting the MPAN on an ESME device and checking the parameter on the meter. The procedure is executed twice.
| Campaign Run Dates Total Fail Pass N/A TEST CASES CHECKS
2016/07/24 4 1 3 0
PASS
u 340 4 W eass
W raL =
O Na

Figure 62 — Metrics Information
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Changes need to be made so the check verifies the correct MPAN value set in the equipment - this
should be the value set during the last iteration of the preceding update test case.

Again, if the purpose is to check the value, only one iteration is needed. Either redundant iterations should
be removed or all iterations should account for the altered parameter value and so, expected values in

all iterations should be changed.

Figure 63 shows how to change the Expected MPAN value. Both Iterations of ATG-TC-ECS40-(2) should
undergo this correction, otherwise one of them will fail, causing the failure of the Test Case and
consequently, the failure of the Test procedure’s overall result.

Scenario_ESME-MPAN.xml

Test Cases Editors

Properties_ESME-MPAN.xml &

Test Cases Iteration Detail
Input  BusinessOriginatorName: ACB
Col x @& v
Input BusinessTargetName: ESME1
> ATG-TC-ECS39a-(1) - Set MPAN Value on the ESME Input  ATG.Control.TwinElement: True
> ATG-TC-ECS40-(1) -Read MPAN Value on the ESME t Suppl taryR teParty supplier1

¥ ATG-TC-ECS39a-(2) - Set MPAN Value on the ESME

ber(c hi

MeterAdministrationPoin

dMPANS).value: 123456 32 33343536 37 3831

Iteration 1 dmi : h
2 MeterA rat (exportMPAN).value: 3133313233343536373833
Iteration 2
MeterAdministratis ber(combinedMPANS).result: o
¥ ATG-TC-ECS40-(2) - Read MPAN Value on the ESME
tteration MeterAdministrati ber(exportMPAN).result: 0

Iteration 2

Figure 63 — Change expected value

Again, the file should be saved and the Test executed.

This time the result is PASS, as the expected value matches the response message field read. The

parameter was updated successfully.

% a 108 -00 <3

7\[@ | ®cr

@ Explnrer|

B v =0

[ Metries | Campaign_ESM... % ‘ @ Metrics Campaign_ESM... ‘ "2 Report

v 2 ESME-MPAN

¥ a8 Campaign_ESME-MPAN
> @) Test
» |3 Run_2019-03-04~15.04.28
» |3 Run_2019-03-04~15.07.52
» |3 Run_2019-03-04~15.07.55

» |3 Run_2019-03-04~15.21.54
» |3 Run_2019-03-04~15.24.05
@ campaign. metrics
¥ a8 Campaign_ESME-MPAN_003
> @) Test
¥ |3 Run_2019-03-04~15.20.25
B execution-log.csv

@l campaign. metrics

test-report.htm!

= 0

GFI-TESTING-TOOL TEST REPORT

TEST INFORMATION TEST INFORMATION

GFI-TESTING-TOOL TEST REPORT

Test 1d ESME-MPAN

Test Id

ESME-MPAN

Test Name ESME-MPAN e Nams)

ESME-MPAN

Test Purpose Test Purpose

s

v

Execution Date 2019-03-04 15:20:24 (WET) Exacution Date

2019-03-04 15:24:04 (WET)

2.1.3~201903011228 Base

@ campaign metrics Gfi version V2.13-201903011228 Gfi Version Ve 20150301528
¥ a8 Campaign_ESME-MPAN_001 Overall Result FAIL overall Result Pase
T et TEST CASES RESULTS TEST CASES RESULTS
» |3 Run_2019-03-04~15.07.45 et Result e s
@ campaign. metrics ATG-TCECS39-ESME(L ¥ PASS ATGTCECS39aESME(L) ¥ PASS
¥ 8 Campaign_ESME-MPAN_002 ATGTCECSA0-ESME(L)  PASS ATGTCECSA0-ESME(L ¥ PAsS
> () Test ATGTC-ECS395-ESME(2) « PAsS ATG-TCECS30a-ESME(2] & PASS
» |3 RUN_2019-03-04~15.16.11 ATG-TC-ECSA40-ESME(2) % Fan ATG-TC-ECS40-ESME(2]  PASS

TEST CASES EXECUTION TEST CASES EXECUTION

Test Case Id ATG-TC-ECS39a-ESME(1) Test Case Id

ATG-TC-ECS39a-ESME(1)

The purpose of this test case is fo validate Use Case ECS39a
"Set MPAN / MPRN Value" by validating the Construction of
the command used by the Supplier for setting the *Import
MPAN Value" configuration on the ESME and its respective
response.

Test Case Purpose Test Case Purpose

The purpose of this test case is to validate Use Case EC539a
"Set MPAN / MPRN Value" by validating the construction of
the comman d used by the Supplier for setting the "Impor
MPAN Value" configuration on the ESME and its respective

Test Case And

Constraints. N/A Test Case And

Constraints.

response.

NjA

> Campaign_ESME-MPAN_004 puts + Inputs
Execution + Execution
LCIlE sy = Results Summary

[ Avimrall aratine Evnartad Bacuite

Q2 console| & Lng‘

Campaign Run Campaign_ESME-MPAN_002
00:00:00.993 | MNGE | © | Complete Test Execution
©0:00:00.993 | RPORT | © | ----

00:00:00.993 | RPORT | © | OVERALL TEST RESULT:
©0:00:00.993 | RPORT | @ | ----

ALL clean up, exiting.

1item selected

Graphical User Interface Manual

Figure 64 — Test reports side by side
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As shown in Figure 64, a new Campaign is added for every Test run — The Test had to be re-run (not the
Campaign) as the test cases in the sequence were subject to changes (not allowed in the Campaign).

Additionally, the reports may be viewed side by side for result analysis in a comparative fashion. This
can be done for every input or output artefact (console output or execution logs).

Logging

Further analysis may be performed using the test Log pane filtering some columns or just by text. The
icon on the upper right corner of the Log pane will display a Filter dialog.

Test Name ESME Set and Check MPAN - .
Test Purpose Setting the MPAN on an ESME device LOG Filter Bdure is executed twice.

Execution Date 2016-07-24 17:22:01 (WEST) Filter by Area/Level:
Gfi Version GFI Development Version SVN: Base v
Overall Result FAIL
TEST CASES RESULTS
Test Case Result & BSTORE 4 127
ATG-TCECS39a-(1) « PASS & TDRIV P 127
ATG-TCECS40-(1) « PASS  EQUIP Y 127
ATG-TC-ECS39a-(2 « PASS & RPORT P 127
ATG-TC-ECS40-(2 R FAaL @ STORE ’ 127
_TEST CASES EXECUTION & CHFCL s 127
et T ] & CHF r'd 127 l ‘ -
| @ ACB 4 127 F
&3 console | @ Log| @ Report | ® unk ’ o P th' o
Run: Run_2016-07-24~17.38.01 _ Start: 2016-07-24 17:37:55 (WEST) _ Stopy @ TEST ’ 127 P
4 & KRP Vs 127 £
Seq # | Time | Area Levell Message & CRYPT Vi 127 |
1 00:00:00.119 MNGE 6 ConfigManager: add{ & COORD y 127 value true
2 00:00:00.119 MNGE 6 ConfigManager: addi @ ZIGBE P 127 Ule 2015/01/01 00:00:00
3 00:00:00.119 MNGE 6 Created Equ!pments @ cacs > 127
4 00:00:00.119 MNGE 6 Created Equipment# =
5 00:00:00.119 BSTORE 6 CRemotePartyStore! Wi ’ 2T
6 00:00:00.121 MNGE 6 Created Equipmentk
7 00:00:00.121 TDRIV 6 Setting TestDrive cof Limit visible entries to: 3
8 00:00:00.121 TDRIV 6 Setting TestDrive cof 3
9 00:00:00.121 TDRIV 6 Setting TestDrive cof
10 00:00:00.121 TDRIV 6 Setting TestDrive cof {:_7/‘ Cancel | oK 8
1 00:00:00.121 EQUIP 100 GPFTestDriver_MsgR |ssage GPF_RESPONSE within contextid 8
12 00:00:00.121 EQUIP 100 GPFTestDriver_MsgRECEIVETREGISEErING a5 the CheckerorEnemessage GPF_RESPONSE within context id 8
1> noen0en0 124 cotun 400 CDETAckACinr Meac ickarinn ar bha Dublichar af bha maceans £DE_DEALIECT sikbhin cankavkid o

Figure 65 — Open Filter Dialog

This will facilitate manual checks on exchanged messages. The filter can be applied to the combination
of area and log levels but further filtering is possible by text keywords. If a log is very extensive it is
possible to limit the number of log entries in the log filter by limiting the visible entries.

4.3.6 Other Features

Export / Import

This functionality allows saving Tests, Campaigns or Runs out of the application context for the purpose
of archiving or sharing.

The Test export is composed of the Properties and the Scenario files. Unlike Campaigns Runs, these
may be reused for later Import (creating a new Test), through the context menus or the ‘Import’ button.
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% a

4080 &<

@ Explorer
> @ ESME-MPAN
¥ @ Campaign_ESME-MPAN
4 Test
» |= Run_2019-03-04~15.04.28

B v = 8 |@F

operties_ESME-MPAN.xml

Scenario_Campaign_ESME-MPA...

[ Metrics

@ Campaign_ESME-MPA

GFI-TESTING-TOOL TEST REPOR

» | Run_2019-03-04~15.07.52 Test1d: NewTestName
" I Run_2019-03-04-15.07.55 Scenario: /home/gfiuser/gfi-workspace1/ESME-MPAN/Scenario_ESME-MPAN.; Browse...
[l campaign.metrics ———— /11228
v @ Campaign_ESME-MPAN_001 Tesk Properties: Bro

> & Test
» | Run_2019-03-04~15.07.45
[l campaign.metrics
¥ m Campaign_ESME-MPAN_002
.4 Test
» | Run_2019-03-04~15.16.11
» |= Run_2019-03-04-15.21.54

gfiuser | gfiworkspace1 | ESME-MPAN |

OK

Cancel

» |2 Run_2019-03-04~15.24.05 Places =l Name < size | Modified
Gl campaign.metrics I File System Properties_ESME-MPAN.xml 9,8kB  15:44
v Bm Campaign_ESME-MPAN_003 — sf_svncsw /| Scenario_ESME-MPAN.xml 102,1kB 15:44 I

4 Test

2 54 GB Volume

¥ |= Run_2019-03-04~15.20.25
= execution-log.csv
@ testreport.html
[l campaign.metrics
> @ Campaign_ESME-MPAN_004

& implementat...
& gecko_sdk_s...
i Documents

i Music

Im Pictures

nters_persistency'
zem_datetime with
oad_files withval

Cancel

oK

s will be performe
ks will be perform

00:00:00.232
00:00:00.236

BSTORE
RPORT

6 CESMEStore: Loading Store
6 GET. RAW_BIT_STRING.VALUE = 000001100

H'm

11

Figure 66 — Import Test

Campaigns and Runs may also be Exported. The Campaign is composed of the Test files (containing
the Properties and Scenario), all the Runs (each containing the Report files and the Execution Log) and
the Metrics file. A single Run, in addition to the Report files and Execution Log, also contains the Test
files from the respective Campaign.

All Export actions may be invoked either from the ‘Test’, ‘Campaign’ and ‘Run’ context menus or the
‘Export’ button in the tool bar. Dialogs will be displayed to select the output path for the produced files.

& a 12 & 800 < |5

@ Explorer v = 0

> ] ESME-MPAN
¥ @ Campaign_ESME-MPAN

B Properties_ESME-MPAN.xml

Scenario_Campaign,_

>

Test

P [ Run_2019-03-04~15.04.28
» = Run_2019-03-04~15.07.52
> [= Run_2019-03-04~15.07.55
[l campaign.metrics
¥ @ Campaign_ESME-MPAN_001
.4 Test

TEST INFORMATION

Test Id

ESME-MPAN

Test Name

ESME-MPAN

Test Purpose

Execution Date

2019-03-04 15:20:2:

Gfi Version

2.1.3~2019030112:

Overall Result

FAIL

TEST CASES RESULTS

» |9 Run_2019-03-04~15.07.45 Test Case Result
@l campaign.metrics ATG-TCECS39a-ESME(L & PASS

i ATG-TCECS40-ESME(1) « PASS

T B Compaion FSMENPAN.002 ATG-TCECS39a-ESME(2) W PASS
fest ATG-TC-ECS40-ESME(2) X FalL

= Run_2019-03-04~15.21.54
= Run_2019-03-04~15.24.05
[l campaign.metrics
¥ @ Campaign_ESME-MPAN_003
» Test
¥ = Run_2010-13-04-15 20 75

3
» |2 Run_2019-03-04~15.16.11
3
>

TEST CASES EXECUTION

L3 console| & Log Report
Run: Run_2019-03-04~15.24.05

Start: 2019-03-04 15:24:04 |

= exer NewTest Seq# ‘Tims ‘Arsa Level | Mess

@ el 1 00:00:00.227 MNGE 6 Conf

2 00:00:00.227 MNGE 6 Conf

[l camp N 3 00:00:00.227 MNGE 6 Conf

" -Campah 4 00:00:00.227 MNGE 6 Creal

5 00:00:00.227 MNGE 6 Creal

bz =HE 6 00:00:00.227 BSTORE 6 CRen

Gzt 7 00:00:00.231 MNGE 6 Creal

Search Test 8 00:00:00.231 TDRIV 6 setti

NeW Q onnn-nn 231 TDRIV A Sathi

Figure 67 — Export Test Run
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The selected output path should have write permissions for the user.

# | | «||[® gfiuser | Export || Run | ESME-MPAN-2016-07-24 Create Folder

Places Name 4  Size Modified
Q search
@ Recently Used

i com.criticals...
i gfiuser

@ Desktop

3 File System

il Documents

i@ Pictures

i@ videos

Cancel | | OK

Figure 68 — Select output path

If a whole campaign is exported, the output directory will contain the whole campaign structure as shown
in the Explorer Pane. As referred before, this will include all available Run folders, as well as the Test
directory that was used to generate them. On the other hand, if a single run is exported, then the output
path will contain only the files used and produced by this Run (Test and current Run directories). Each
run generates an execution log, a formatted test report (HTML), and an XML report file, which may be
used by a report integration tool using the raw data as its input (unformatted data).

ESME-MPAN-2016-07-24

<> fi Home Export Run ESME-MPAN-2016-07-24 Campaign_ESME-MPAN_003

Places Name s Size Type Modified

© Recent  ® Campaign_ESME-MPAN_003 3items
Nl k= s
nH :
e v‘ Run_2016-07-24~17.22.08 3items Folder 17:22
[ Desktop
D) Documents execution-log.csv 817,9kB Text 17:22
¥ Downloads test-report.html 653,6 kB Text 17:22
dd Music
i test-report.xml 198,2kB Markup 17:22
[ Pictures
H videos v [l Test 2items Folder 17:22
wj Trash Properties_Campaign_ESME-MPAN_003.xml 9,7kB Markup 17:22
Devices . )
Scenario_Campaign_ESME-MPAN_003.xml 18,4kB Markup 17:22
[ computer
campaign.metrics 263 bytes Markup 17:22
Network Palg L P
@2 Browse Net...

B connectto ...

“Campaign_ESME-MPAN_003" selected (containing 3 items)

Figure 69 — Exported files

Search and Open

A basic search/open functionality allows the user to search for test cases, tests and campaigns. This
functionality is accessed via the navigator's context menu, the main menu or selecting the icon in the
toolbar.

The search and open dialog will load all entries found in the workspace. A text box will provide filtering,
reducing the scope. Selecting one element will display its path (i.e. the project it belongs to) below the
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grid. Test Projects (referred to as ‘Test Specs’) and Campaigns are also displayed in the grid as an entry
of its own.

% a H L2 L0 8@ Q< |
@ Explorer E ¥ = B Properties_ESME-MPAN.xml Scenario_Campaign_ESME-MPA... [l M
¥ 1 ESME-MPAN GH
B Scenario_ESME-MPAN.xml B
v mm Campaign_ESME-MPAN Select a Test Case/Test/Campaign to open: E—
v () Test [mpan| ] B
P |32 Run_2019-03-04~15.04.28
N 0190904 Matching Results: 3301
[= Run_2019-03-04~15.07.52 E
» |3 Run_2019-03-04~15.07.55 D + Description Type Date/Time E
[@l campaign.metrics ESME-MPAN | ESME-MPAN Test Spec(Campaign) | 2019/04/03 15:08:33
¥ W Campaign_ESME-MPAN_001 ESME-MPAN ESME-MPAN Test Spec(campaign)é 2019/04/03 15:07:45 |:
» @ Test ESME-MPAN | ESME-MPAN Test Spec(Campaign)| 2019/04/03 15:16:11 E
» [ Run_2019-03-04~15.07.45 ESME-MPAN : ESME-MPAN Test Spec(Campaign); 2019/04/03 15:20:25 .
[@l campaign.metrics ESME-MPAN | ESME-MPAN Test Spec(Campaign): 2019/04/03 15:23:29 B
M Campaign_ESME-MPAN_002 |  ESMEMPAN | ESMEMPAN Test Spec | 2019/04/03 15:20:23 B
» Test
* |2 Run_201%-03-04~15.16.11 !
P |32 Run_2019-03-04~15.21.54 B
» |2 Run_2019-03-04~15.24.05 ——
[l campaign.metrics A
¥ W Campaign_ESME-MPAN_003 =
> () Test I—
» |3 Run_2019-03-04-15.20.25 B Campaign_ESME-MPAN/Test nffg
[l campaign.metrics ::3
> @ Campaign_ESME-MPAN_004 cancel Open batic
mul

Figure 70 — Search and Open

Selecting ‘Open’ will open the project which the selected item belongs to with the appropriate editor (Test
— Editable/Campaign — Read-Only) reflecting the currently selected mode in the preferences
(Basic/Advanced).

Duplicate Test

This functionality works in a similar way to the ‘Import Test’ functionality. When invoked, either from the
toolbar icon or from the context menu (right-clicking over a test), the same dialog will be displayed, but
the scenario and properties’ file paths are already filled with the file paths from the test selected. The
process is illustrated in Figure 71, Figure 72 and Figure 73. Notice that the user can still alter the file
paths if they so wish.

% Q QL &0 & O @ < |E

Duplicate Test

@ explorer

B Properties_ESME-MPAN.xml
B Scenario_ESME-MPAN.xml

Figure 71 — Invoking the ‘Duplicate Test’ functionality

™ Duplicate Test

Test Id: [\ ]
Scenario: /home/jcrodrigues/gfi-workspace1/ESME-MPAN/Scenario_ESME-MF Browse...
Test Properties: /home/jcrodrigues/gfi-workspace1/ESME-MPAN/Properties_ESME-I Browse...

Cancel OK

Figure 72 — ‘Duplicate’ Test dialog
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% q B a2 a0 8@ < B
@Explorer = |
| ESMEMPAN ]

[3 Properties_ESME-MPAN.xml
B Scenario_ESME-MPAN.xml
¥ 91 ESME-MPAN-2
[31 Properties_ESME-MPAN-2.xml
B Scenario_ESME-MPAN-2.xml
¥ @@ Campaign_ESME-MPAN

Figure 73 — Explorer showing duplicated test

Import/Export CH Configurations?®?

As has been shown in section 4.3.1, the GUI provides a convenient way of producing and managing CH
configurations, as well as issuing commands to the CH. If is also possible to export the configurations
produced to a XML file and loading a CH configuration file into the list.

| Configure/Start GFI Comms Hub Configurations -0 x

Create, manage, and run configurations o

iE X B v & x| NamecH

a Export CH Configuration Hirssyps

¥ GFl Comms Hub Configuration CHF Id: 00DB1234567890A2
CH GPF Id (ZigBee Radio MAC): 000B57FFFEB39659

CHF Port: 50001
CHF Control Port: 50000
Log Level: 4
Port: Jdev/ttyusBo
Flow Control: RTS/CTS v
Baud Rate: 57600
Ota Storage Folder: Jopt/gfi/ota-files

Filter matched 2 of 2 items

Close | Start |

Figure 74 — Export CH configuration icon

Revisiting the CH configuration management dialog, and selecting the export configuration file icon
(Figure 74), the save file dialog will be displayed (Figure 75).

Bt is not possible to import CH configurations created with a version of this GUI earlier than 2.0.0. The file formats are not compatible.
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Export CH Configuration

Name: [cH-ESMExmI |

Saveinfolder: [@ Please select afolder below

Places Name Size Modified v
Q search [ Run 18:09
& Recently Used s gfiuser 18:08
i com.criticals... i sf_X_DRIVE 09:53
s gfiuser &l ESME-MPAN Yesterday at 23:43
B Desktop & bin Sexta
3 File system i atg-testing-tool Senia
i Documents & com.criticalsoftware.gfi Sexta
XML Files 2
cancel || 0K

Figure 75 — CH configuration export file save dialog

The file name is chosen to be the name of the configuration plus the XML extension. Similarly, to re-
import this file, and upon clicking the import icon in the toolbar, the file open dialog will be visible (Figure
76).

X Import CH Configuration

# | | < | [ dfiuser | Export |

Places Name - Size Modified
Q search i Run 18:09

@ Recently Used B cH-ESMExml 963 bytes 18:35

| com.criticals...

s gfiuser

@ Desktop

£ File Ssystem
¥ Documents
i@ Pictures

i@ videos

*xml 2

Cfahncel | OK
Figure 76 — CH Import file open dialog

A configuration will be created in accordance with the contents of this file (Figure 77). In this case it will
be an exact copy of the one used to create it. The only value that may differ is the log level, which is not
part of the CH configuration file. In this case, a value of 4 is assigned by default. The name generated is
guaranteed to be unique.
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| Configure/Start GFI Comms Hub Configurations

~ox

Create, manage, and run configurations D

5 X B3 & 2
I &

¥ GFI Comms Hub Configuration
CH
ch.xml

Name: | ch.xml

Settings| ZigBee Network | Devices
CHF Id: 00DB1234567890A2
GPF Id (ZigBee Radio MAC): 000B57FFFEB39659
CHF Port: 50001
CHF Control Port: 50000
Log Level: 4
Port: fdev/ityUSBO
Flow Control: RTS/CTS -
Baud Rate: 57600

Ota Storage Folder: Joptgfijota-files

Filter matched 3 of 3 items

Close Start |

Figure 77 — Configuration imported from the XML file exported previously

Import Scenario functionality

This functionality allows the user to select a workspace folder and import all the tests in that workspace
at once.

All the files and folders inside the workspace folder (e.g. Campaign folders) that are not GFI tests will
be ignored.

| Edit
5 New Test
Q Search Test
New Shift+Alt+N >
Close Ctrl+w
Close All Shift+Ctri+W
Conyert Line Delimiters To >
& Import Test From File
& Import Workspace
Switch Workspace >

Restart

Figure 78 - Import Workspace option in the menu File

By clicking on the Import Workspace option on the menu File, a new dialog window should open to
allow the user to select the folder of the workspace to be opened.
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Import Workspace

Select the workspace folder

“ ] | Browse...

|7 Cancel |

Figure 79 -Import Workspace window

Selecting a workspace folder will make the OK button available. By clicking on the OK button all the
tests in the workspace should be imported.

After the tests have been imported, a summary of the operation is shown in the console area.

3 Console Log [@ Report: =

Import Workspace
2019-06-17T12:18:29.728 | Success | Test [ICEP-107] imported with success
2019-06-17T12:18:29.754 | Success | Test [ICGC-116] imported with success
2019-06-17T12:18:29.781 | Success | Test [ICGC-117] imported with success
2019-06-17T12:18:29.893 | Success | Test [ICGC-107] imported with success
2019-06-17T12:18:29.921 | Success | Test [ICGC-115] imported with success
2019-06-17T12:18:29.950 | Success | Test [ICGP-118] imported with success
2019-06-17T12:18:29.978 | Success | Test [ICEP-120] imported with success
2019-06-17T12:18:30.012 | Success | Test [ICEP-100] imported with success

# 96 tests imported successfully.

# 1 files or folders ignored.

# 0 tests failed to be imported. See the log to check the reason. (

Figure 80 - Import resume

Rename Test

This functionality allows to change the name of a test. When invoked, either from the File menu through
Rename Test or from the context menu (right-clicking over a test), the dialog box appears where the Test
Id can be edited. Click OK to save the changes. The process is illustrated in Figure 81 and Figure 82.

% a LI S S I o SR A /= R e =
G Explorer = ¥ = d
» £ ESME-MPAN

New Test

Run

Duplicate Test

Import

Export

Delete Delete
Refresh

Search Test

Figure 81 — Invoking the ‘Rename Test’ functionality through Right-Click over the test

Graphical User Interface Manual DCC Public Page 59 of 70



Data .
Communications
Company

TestId: [Newnamel l

Scenario File: /home/g4i/gfi-documentation/ESME-MPAN/Scenario_ESME-MPAN.xml

Properties file: fhome/gdi/gfi-documentation/ESME-MPAN/Properties_ESME-MPAN.xml

Cancel OK

Figure 82 — Dialog box for ‘Rename Test’ functionality

Change Scenario

This functionality allows to switch scenarios between Emulated, GFI CH and Interface Module modes. It
is invoked through the File menu by selecting Change Scenario (Figure 83). On the dialog box, select
the desired CH Configuration (Figure 84). In the case the GFI CH or the Interface Module are selected,
the certificates for each device must be specified by clicking on the device followed by the Edit Device
button. It is possible to choose the devices to change by selecting the corresponding checkbox or to
select/clear all devices using the buttons “Check All” and “Clear All”, respectively. When editing the
device configuration, a dialog box similar to Figure 36 is presented a in the case of the Emulated mode
the default configurations are used. Click Start to apply the new configuration. Note that if a device
configuration changes, this functionality will change all the test cases in the Workspace. If the device
configuration remains the same, no changes will be applied.

File = Edit
€ New Test o <
Q Search Test

New Shift+AlK+N »

Convert Line Delimiters To

& Import Test From File
& Import Workspace

Switch Workspace
Restart

Exit

Figure 83 — Invoking the ‘Change Scenario’ functionality through the File menu
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[ | Change Scenario - ox
Change Scenario
@
(@ This option is to switch scenarios between Emulated, GFI CH and Interface Module modes A GFl
(2](2]

CH Configuration Device Configuration
Device Type: Device ID Digital Signature Key Agreement
Physical Comms Hub via Interface Moduleltl 00DB1234567890A0 Jopt/gfifconf/smki/d pt/gfi/conf/smkifdevic ‘m‘

— | 00DB1234567890A1 | /opt/gfi/conf/smki/d ptgfifconf/smki/devic
Address: | 00DB1234567890A2 | opt/gfijconf/smki/d ptigfilconfismkijdevic | ClearAll |
[localhost ; | 00DB1234567890A3 | Joptgfi/conf/smki/devis jopt/gfifconf/smki/devic
Pork: [J: HCALCS : 00DB1234567890A5 : /opt/gfi/conf/smki/devit joptigficonf/smkijdevic
[55001 ] [1: PPMID 00db1234567890A4 : Jopt/gfifconf/smki/devic jopt/gfi/conf/smki/devic
Protocol:
Tcp [v]
CHF Port:
[50001 J
Timeout messages:
[3600000 J

Cancel | | Start

Figure 84 — Dialog box for ‘Change Scenario’ functionality

OTA Tool

This functionality allows to build and/or verify OTA Upgrade Images. It is invoked through the Utilities
menu by selecting OTA Tool (Figure 80).

File Edit Utilities

@; Q I EF O
Il Generate UTRN
@ Explorer

Figure 85 — Invoking the ‘OTA Tool’ functionality through the Utilities menu

On the dialog box there are two tabs, the first one is to build an Upgrade Image and the second one is
to verify the Upgrade Image, or the files required to build it.

OTA Tool
OTA Tool
(D This option is to Build andjor verify Upgrade Images

Build Upgrade OTA Image | Verify Images Info

Figure 86 — Build and Verify tabs

On the Build Upgrade OTA Image tab, it is required to input some mandatory files: Header bin file,
Manufacturer Image bin file and Private Key file. Instead of Header and Manufacturer Image bin files
(Figure 82) it is possible to use a Single file containing both contents (Figure 83), using the option “Build
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with Header + Manufacturer Image files” under the Select Build Type option. The folder where the
Upgrade Image will be saved, can also be changed by setting the path using “Choose the output folder”
option. It is also possible to set the Force Replacement Flag using the checkbox.

OTA Tool
@ This option is to Build and/or verify Upgrade Images

Build Upgrade OTA Image Verify Images Info

Select Build Type

Build with Header + Manufacturer Image files v
Select Target Device

ESME/GSME/HCALCS/SAPC v

Header file *

Browse...
Manufacturer Image bin File *

Browse...
Private Key File *

Browse...
Public Key File

Browse...
Choose the output Folder

/home/gfi/Desktop Browse...

| Force Replacement Flag

Figure 87 — Build Upgrade Image with Header and Manufacturer Image

OTA Tool
(@ This option is to Build and/or verify Upgrade Images

Build Upgrade OTA Image Verify Images Info

Select Build Type

Build with Single filej v
Select Target Device

ESME/GSME/HCALCS/SAPC v

Single Image bin File *

Browse...
Private Key File *
Browse...
Public Key File
Browse...
Output Folder
/home/gfi/Desktop Browse...

[ | Force Replacement Flag

Figure 88 — Build Upgrade Image with Single File
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Selecting the target device “PPMID”, the input fields change according to the data required for this device.

OTA Tool
(@ This option is to Build and/or verify Upgrade Images

Build Upgrade OTA Image Verify Images Info

Select Build Type
Build with Header + Manufacturer Image files v

Select Target Device

PPMID v

Header File *

Browse...
Manufacturer Image bin File *
Browse...
Choose the output folder
/home/gfi/Desktop Browse...

Figure 89 — Build Upgrade Image with Single File to PPMID

On the Verify Images Info tab the mandatory files are the Upgrade Image (Figure 84) or the
Manufacturer Image (Figure 85) depending on the option selected on “Select Verify Option”. On
Manufacturer Image verification the Header bin file or/and the Signature and Public Key files are required.

OTA Tool
@ This option is to Build and/or verify Upgrade Images

Build Upgrade OTA Image  Verify Images Info

Select Verify Option
Verify Upgrade OTA Image Data v
Select Target Device
ESME/GSME/HCALCS/SAPC v
Upgrade OTA Image File *

Browse...
Public Key

Browse...

Figure 90 — Verify Upgrade Image
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OTA Tool
@ This option is to Build and/or verify Upgrade Images

Build Upgrade OTA Image  Verify Images Info

Select Verify Option

\erify Header + Manufacturer Image v

Select Target Device
ESME/GSME/HCALCS/SAPC v
Header File

Browse...

Manufacturer Image Ffile *

Browse...
Signature File

Browse...
Public Key

Browse...

Figure 91 — Verify Manufacturer Image

The form errors will be shown at the Dialog Header in an info section (Figure 86).

- OTA Tool - o x
OTA Tool @ G F|

& The 'Header selected doesn't exist.

Figure 92 — Errors

The operation result and other information will be shown in a log section in the right part of the Dialog
(Figure 87).
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TA — OTA Too! @GF

€9 The 'Header" selected doesn't exist.

Build Upgrade OTA Image Verify images Info

The 'Header' selected doesn't exist.
Select Build Type

Build with Single file v
Select Target Device
ESME/GSME/HCALCS/SAPC v
Single Image bin File *
Browse...
Private Key File *
Browse...
Public Key File
Browse...
Output Folder

/home/gfi/Desktop Browse...

[_] Force Replacement Flag

Figure 93 — Log area

Generate UTRN Tool

This functionality allows to generate UTRN codes for Prepayment Top-Ups. It can be invoked through

the Utilities menu by selecting Generate UTRN (Figure 94), or by right-clicking on an existing test (Figure
95).

File Edit Utilities

@ q A= OTA Tool
Generate UTRN

@ Explore

Figure 94 — Invoking the ‘Generate UTRN’ functionality through the Utilities menu

> £ SampleTesk
€4 New Test

® Run

£ Duplicate Test

EI! Rename Teskt

& Import

X Export

® Delete Delete
< Refresh

Q, Search Test

Figure 95 - Invoking the ‘Generate UTRN’ functionality through right-clicking on a test
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If accessed through the Utilities menu, a window is opened as in Figure 96, where the user must fill all
the fields manually. If accessed through right-clicking on a test, a window is opened as the one from
Figure 97, where the fields are populated with the existing values on the Scenario file of the selected
test. The Originator Counter is automatically updated if the selected Supplier is on the Counters list,
otherwise it is started at 0. The user can select the button Edit Counters to manage the counters. After
all fields are correctly filled, click Generate and a new window will open with the generated UTRN
(Figure 98). After clicking OK, the user can continue to generate UTRN codes on the same Generate
UTRN window.

0 Generate UTRN

Generate UTRN @
@ Fill all the required information and click on Generate,| A GFl

RemotePaty:
Originator ID:
Originator counter: Edit Counters
Device type: ESME -
Target ID:

Originator private key File: Browse...
Target KA Certificate: Browse...
Currency units: 0b00 - GBP Pounds -

Top Up Value:

Close

Figure 96 — Generate UTRN window from Utilities menu

o Generate UTRN

Generate UTRN
@GFI

@ Fill all the required information and click on Generate.

RemotePaty: Supplier1 v
Originator ID: 90B3D51F30010000
Originator counter: 4294967297 Edit Counters
Device type: ESME v
Target ID: 00DB1234567890A0
Originator private key File: [fconf/smkiforg/ZAZ1/key/Z1-supplierPP-ka.key Browse...
Target KA Certificate: .Jconf{smki/device/device-ee/cert/00db1234567890A0-ka.( Browse...
Currency units: 0b00 - GBP Pounds -
Top Up Value:

Close

Figure 97 — Generate UTRN window by right-clicking a test
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© UTRN Code

UTRN Code: [[13942977800262761422| | &

OK

Figure 98 — UTRN window after generating

A Campaign with a unique timestamp is left on the workspace with the information related to the UTRN

generation.

Custom use cases

It is possible to send a custom (non-GBCS) use case to a device. To do so, when selecting the test
cases, choose the ATG-TC-Custom to the respective target device (Figure 99).

m Add Test Case

Filter Available Test Cases:
custom

Select Test Cases to open: Selected Test Case Info:

ATG-TC-CUSTOM-CHF Send custom command Purpose Information:

Assumptions and Constraints:
~ Parameters
Name
BusinessOriginatorName
BusinessTargetName

MessageCode
Payload
Sign
~ Use Case
ID:
Name:

-0 = {

Test Use Case CUSTOM
"Send custom command",
which is for sending a
custom command.

N/A

SupplementaryRemotePartyName

CUSTOM
Send custom comma
This Use Case CUST

Use Case HUMITEME

BusinessOriginatori
BucinaceTarnathlame

Cancel Add

Figure 99 — Selection of the custom use case

It is required to specify the message code, payload and whether the command must be signed before
sending to the target device (Sign option) — please refer to Figure 100. In this example, a command to

read the device’s firmware version (ECS52) is to be sent.
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~ Iteration Details

BusinessOriginatorName: ACB

BusinessTargetName: CHF1

SupplementaryRemotePartyName: Supplierl

MessageCode: 0x0059

Payload: D9 20 00 04 5F 00 01 01 00 01 00 00 00 02 01 FF 02
01 00

Sign: False

Figure 100 - Properties of the custom use case

) Glossary

Table 3 presents the list of definitions used throughout this document.

A document is considered applicable if it complements this document. All its
content is directly applied as if it was stated as an annex of this document.

Applicable Document

A document is considered a reference if it is referred but not applicable to
Reference Document  this document. Reference documents are mainly used to provide further
reading.

A set of Test Cases (ranging from one to N) that are grouped together with

L the purpose of being executed in one run.
Test Case A Use Case as defined by SMETS.
VSIS™ A CSW Critical Systems Validation Platform

Table 3 — Definitions.

Table 4 presents the list of acronyms used throughout this document.

ACB Access Control Broker
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AD Applicable Document
ATG Automated Test of GBCS
CBKE Certificate-Based Key Exchange
CHF Communications Hub Function
CSW Critical Software, S.A.
DUT Device Under Test
ESME Electricity Smart Metering Equipment
GBCS Great Britain Companion Specification
GFI GIT For Industry
GIT GBCS Interface Testing
GPF Gas Proxy Function
GSME Gas Smart Metering Equipment
KRP Known Remote Party
NA Not Applicable
OTA Over-The-Air
PWO Pass With Observations
RD Reference Document
TBC To be confirmed
TBD To be defined
UTRN Unique Transaction Reference Number
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ZCL ZigBee Cluster Library

Table 4 — Acronyms.
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